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CHAPTER 1: INTRODUCTION

This guide explains how to use Sievers DataShare Elite, which facilitates electronic record 
management, review, and approval from multiple Sievers Analyzers across the enterprise. 
DataShare Elite consolidates data in a common format across instrument platforms, allowing 
multiple users and sites to safely and securely access information and evaluate records while 
maintaining data integrity.

This guide also includes instructions for using the optional DataGuard security feature to support 
21 CFR Part 11 compliance as it relates to electronic record management and application of 
electronic signatures. For more information on this feature, see Chapter 3, "DataGuard."

DATASHARE ELITE USER INTERFACE

The starting point for all DataShare Elite activities is the Menu Bar, which appears on the left side 
of every DataShare Elite screen. Figure 1-1 shows the Menu Bar in its collapsed (left) and 
expanded (right) views. Click the Menu iconTto switch between views.

Figure 1-1: DataShare Elite Menu Bar
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Summary of DataShare Elite Functions
Table 1-1 lists the names of the five icons on the pop-out menu bar and describes their 
functions.

Table 1-1: Names and Descriptions of Menu Bar Icons

Icon Name Description

T Menu Click this icon to open the menu bar when it is closed and to close it when it 
is open.

D Data History

(For more 
details, go to 
page 96.)

Sample Results Screen
View, filter, graph, print, and export sample results data, create reports from 
data.

Protocol Results Screen
View, filter, graph, print, and export protocol results data, create reports from 
data.

• User Protocols tab: Work with data about user protocol results.
• Calibrations tab: Work with data about calibration protocol results.
• Verifications tab: Work with data about verification protocol results.
• Validations tab: Work with data about validation protocol results.
Import Dialog Box
Import data from files generated by Analyzers.

View Archive Dialog Box
Open an archive data file previously created in DataShare Elite.

Close Archive Dialog Box
Close an archive data file to return to viewing the active DataShare Elite 
database.
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M Management

(For more 
details, go to 
page 142.)

Analyzers Screen
Set up Access Levels, which control access to Analyzer data by location, 
site, and region. After Access Levels are created, they are assigned to user 
accounts.

• Analyzers tab: Assign Analyzers to locations.
• Locations tab: Create locations and assign them to sites.
• Sites tab: Create sites and assign them to regions.
• Regions tab: Create regions.

Settings Screen
Configure DataShare Elite settings.

• General tab: Specify language, data and time format, time zone for 
imported data, report header information, signature block and 
orientation for printed reports, and default graph data.

• Displayed Data tab: Specify headings and data that appear in the 
DataShare Elite application, on printed reports, and in exported files.

• Reports / Exports tab: Specify which output file types are enabled for 
saving reports and exporting data, names of exported files, and the 
default folders in which output files are placed.

Auto ImportsScreen
Create direct connections to applicable instrument types and configure the 
auto import frequency from those compatible data sources.

Remote Data Sources Screen
Define and edit direct connections to applicable instrument types by IP 
address, manually import data, and test connections before establishing 
auto-import functionality.

Database Screen
Back up and restore the DataShare Elite database, archive older data by 
removing it from the database and saving it to a computer or network, and 
configure DataShare Elite to automatically back up and archive the 
database.

Errors Screen
View, filter, print, and export data about errors.

• Analyzers tab: Work with data about Analyzer errors.
• DataShare Elite tab: Work with data about DataShare Elite errors.
Activations Screen
Select the Activation Code provided by Veolia for your specific Analyzers 
and Sensors. Once activated, DataShare Elite can import data files 
generated by the Analyzers or Sensors up to the number of licenses 
available and defined by the expiration date of the activation key.

Table 1-1: Names and Descriptions of Menu Bar Icons

Icon Name Description
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L DataGuard 
(if enabled)

(For more 
details, go to 
page 50.)

Users Screen
Create and manage user accounts.

User Roles Screen
Create and manage User Roles (sets of permissions to perform specific 
DataShare Elite functions). After User Roles are created, they are assigned 
to user accounts.

Security Settings Screen
Configure DataGuard security settings.

Audit Trail Screen
Review, filter, print, export, and create reports from audit trail data.

• Analyzers tab: Audit trail data imported from files for specific Analyzers.
• DataPro2 tab: Audit trail data imported from DataPro2 files.
• DataShare Elite tab: Audit trail data for actions performed by DataShare 

Elite users.

i Help

(For more 
details, go to 
page 186 for the 
About screen 
and page 95 for 
the Refresh All 
Data option.)

About Screen
Display software version and support contact information, as well as a key 
number to provide to Technical Support for a password of the day if a user 
forgets a password.

Refresh All Data Option
Query the DataShare Elite database and update the DataShare Elite 
application with any data added to the database after the application was 
started or a previous query was made.

P Exit Exit DataShare Elite

Table 1-1: Names and Descriptions of Menu Bar Icons

Icon Name Description
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DataShare Elite User Views
Which screens, menu options, and features the user sees depends on the installation 
type and the restrictions applied by the optional DataGuard security component. This 
User Guide documents the full set of DataShare Elite features, and the illustrations might 
differ from the user’s actual view. Some of these differences are described in the sections 
that follow.

Tabs on Select DataShare Elite Screens

Some of the screens in the DataShare Elite application have a set of tabs that change 
based on activity:

• The Protocol Results screen (in the Data History menu)
• The Analyzers screen, Settings screen and the Errors screen (in the Management 

menu)
• If DataGuard is enabled, the Audit Trail screen (in the DataGuard menu)

DataGuard User Roles and User Views

When DataGuard is enabled, users are assigned specific roles. These roles can include 
access to all DataShare Elite functions or restrict access as needed. When a user does 
not have access to a function:

• A screen might not appear on a DataShare Elite menu. For example, if a user 
does not have permission to work with data about errors, no Errors option appears 
on the Management M menu.

• A screen might appear, but some or all of the options might be inactive. For 
example, if a user does not have permission to change any of the settings on the 
Reports / Exports tab of the Settings screen, all the settings on that screen are 
inactive.

• A DataShare Elite screen might appear, but one or more buttons on the screen 
might not appear. For example, if a user has permission to view sample results 
but not to print or export them, no Print or Export buttons appear on the Sample 
Results screen.

For more information about DataGuard see Chapter 3, "DataGuard."
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CHAPTER 2: SETTING UP DATASHARE ELITE

This chapter provides some basic information about DataShare Elite setup, including computer 
system prerequisites, activation instructions, and configuration options. If you need additional 
assistance, contact Technical Support or your local service provider.

INSTALLATION PREREQUISITES

Required Software
Microsoft SQL Server 2022

DataShare Elite requires that you install Microsoft SQL Server 2022 to store and retrieve 
data generated by your Analyzer. Which edition of SQL Server 2022 is required (Express 
or Enterprise/Standard) depends on whether the data will be stored locally or remotely. 
SQL Server Express, which is limited to 10 GB of data, is required for local storage. SQL 
Server Enterprise/Standard is used to create a database instance remotely. Consult your 
IT professional or IT help desk and refer to DataShare Elite Installation Guide (DIN 
59000-XX) if assistance is needed with SQL Server installation.

NOTE: If installing SQL Server Express, be sure to completely uninstall any 
previous versions of SQL Server. DataShare Elite requires SQL Server 2022.

Microsoft .NET Framework

SQL Server requires certain other libraries and packages from Microsoft for successful 
installation. Depending on the configuration of your system, you may need to install .NET 
Framework. Microsoft .NET Framework is a large library of common commands and 
program code that is shared among programs and applications. This has likely already 
been installed by other programs, but there will be a verification step during DSE 
installation in a later step.

DP900RST Utility (Sievers 900 TOC Analyzer users only)

If you have a Sievers 900 TOC Analyzer, you must first install the DP900 RST Utility Tool. 
For more information, see Appendix A, "DP900RST Utility."
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Minimum System Requirements
Before installing DataShare Elite, verify that the computer meets the minimum system 
requirements for the chosen installation configuration.

INSTALLING DATASHARE ELITE

The user performing the installation needs installation/administrator privileges on the 
destination computer and may need the assistance of a network administrator or IT group 
to perform network-related activities.

To perform the full installation procedure, follow the instructions found in DataShare Elite 
Version 2.00 Installation Guide (DIN 59000-XX), contained in the DataShare Elite 
installation ZIP file.

After completing installation, see the next section, “Activating DataShare Elite” on 
page 15.

Table 2-1: System Requirements

Minimum Requirement Recommended

Operating System Windows 10 (64-bit)
Windows Server 2019 and later Windows 11 (64-bit)

Latest Release 
Version 21H1 21H2

RAM 4 GB
Increase as database 

grows for optimal 
performance

CPU Speed 1.4 GHz 2.0 GHz

Available Disk Space

SQL Server Express: 12 GB
SQL Server Standard/Enterprise: 2GB 

(application) + sufficient storage for 
instrument data

Screen Resolution 1024 x 768 1920 x 1080

Printer Optional
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ACTIVATING DATASHARE ELITE

On the first launch of DataShare Elite, the Activations screen appears.

To activate the DataShare Elite installation

1. Navigate to the web link that Veolia provided and download the Activation Key file to a 
local drive on the computer.

2. Click the Activate... button. A Select Activation Key File window appears.

3. Navigate to the location of the Activation Key file.
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4. Select the Activation Key file and click the Open button. A dialog box will appear that 
says Activation Successful. Click the OK button.

5. Navigate to the Management menu and select Activations to see the details of the 
active installation.

NOTE: To add more Analyzer types to the DataShare Elite installation, 
contact technical support or your local service provider to purchase an 
updated Activation Key.

NOTE: If the Expiration Date of the Activation has passed, the software will 
continue to connect to instruments and retrieve data, but will not be accessible 
to users until an updated, valid Activation Key is purchased. Contact technical 
support or your local service provider for assistance.
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CONFIGURING DATASHARE ELITE SETTINGS

After installing the DataShare Elite application, configure its settings. When DataGuard is 
enabled, more configuration options become available.

Configuring General Settings
To configure general DataShare Elite settings, click the Management M icon and select 
Settings on the Management menu. On the General tab, you can specify the language, 
the date and time format, the time zone for imported data, report header information, a 
signature-block on printed reports, the orientation of printed reports, and default graph 
data. If DataGuard is enabled, you also specify whether to fill signature lines and blank 
comment lines.

When DataGuard is enabled, depending on the user’s permissions, either Default 
Options, Custom Options or both will be available. 

In the General tab, Custom Options allow users with the appropriate permissions to:

• Customize Default Report Graphs
• Customize Display Formats (text format settings)
• Customize Print Options
• Customize Report Header
• Customize Time Zone for Imports

These settings do not affect other DSE users—only the currently logged in user.

Default Options apply to settings for all users who do not have their own Customize... 
permissions. To change default options under the General tab, a user needs the following 
permissions:

• Customize Default Report Graphs
• Set Default Display Formats
• Set Default Print Options
• Set Default Report Graphs
• Set Default Report Header
• Set Default Time Zone for Imports.

For more information about the two types of configuration options and how they apply to 
specific user roles, see “DataGuard: Custom and Default Settings” on page 70.

For a list of all DSE permissions and how they apply to user roles, see “Managing User 
Roles” on page 52.
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Figure 2-1: General Tab on Settings Screen

To configure the language

If DataGuard is enabled, your role must include the Customize Display Formats 
permission.

1. Click the Management M icon and select Settings on the Management menu.

2. Click the General tab.

3. In the Text Format area (Figure 2-1, at a), select the preferred language for 
DataShare Elite screens, labels, and printouts from the Language list.

4. Click the Save button.

a - Text Format b - Report Header c - Print Options

d - Default Graph Data e - Import Options
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To configure the date and time format

1. Click the Management M icon and select Settings on the Management menu.

2. Click the General tab.

3. In the Text Format area (Figure 2-1, at a), select one of the following formats in the 
Date list to display dates on DataShare Elite screens, exports, and printouts.

4. In the Time list, select 24 Hour (13:50) or 12 Hour (01:50 PM).

5. To show seconds in the time values, put a check mark in the Show Seconds box.

6. To display time values in UTC (Coordinated Universal Time), put a check mark in the 
Show UTC box. For example, you import a data file with a record that has this 
timestamp: 10 Oct 2020 15:01:34. During the import, you select the Time Zone value 
(UTC-07:00) Mountain Time (US & Canada). DataShare Elite will display the 
timestamp of the record as 10 Oct 2020 15:01:34-07:00.

If the box is not checked, DataShare Elite will display time values without the UTC 
offset. For example, you import a data file with a record that has this timestamp: 10 
Oct 2020 15:01:34. During the import, you select the Time Zone value (UTC-07:00) 
Mountain Time (US & Canada). DataShare Elite will display the timestamp of the 
record as 10 Oct 2020 15:01:34.

• Day first (25/08/21) • Year first (21/08/25)

• Day first (25/08/2021) • Year first (2021/08/25)

• Month first (08/25/21) • Text (25 Aug 2020)

• Month first (08/25/2021) • Long Text (25 August 2020)
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7. Choose a decimal separator type from the Decimal Separator list—either Language 
Default (based on the language chosen), comma (3,50) or period (3.50).

8. Click the Save button. If you do not want to save your changes to text format values, 
click the Revert button to restore the values prior to your changes.

NOTE: To restore the factory settings for text format values, click the Defaults 
button and then click the Save button.

Configuring Report Options
This section contains these procedures:

• “To configure the report header”
• “To configure print options” on page 22
• “To configure default graph data” on page 23

To configure the report header

Use the Report Header fields to define the company name (and related information) and 
the operator’s name to appear on the top of each exported or printed report.

If DataGuard is enabled, your role must include the Customize Report Headers 
permission.

1. Click the Management M icon and select Settings on the Management menu.

2. Click the General tab.

3. In the Report Header area (Figure 2-1, at b), type the information to appear at the top 
of reports for each of the following:
• Company Name
• First Header Line* 
• Second Header Line*
• Third Header Line*
• Operator Name

NOTE: Use these fields as needed for a company address line or other 
identifying information. 
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4. To include a company logo (or other graphic) in the report header, click the Search 
 icon. The Select an image file containing the Company Logo dialog box appears.

5. Navigate to the logo file on the computer. Select the file and click the Open button. 
The Highlight the Company Logo dialog box appears.
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The logo is centered in the upper area with the logo’s shorter dimension (length or 
height) fitting within the bounding box. Portions of the longer dimension are blacked 
out. The square image in the lower area shows the portion of the logo that will be 
displayed on report headers if you click the OK button without making any changes.

6. Using the cursor controls for positioning images, adjust the bounding box so that it 
encloses the portion of the logo that you want to place on report headers. Note that 
the size of the logo in the lower area changes so that your selection will fit within the 
square image.

7. When you have specified the portion of the logo to appear in report headers, click the 
OK button. The logo appears in the Report Header area along with the Clear 
Company Logo  icon. To clear the current logo and select another, click the icon.

8. Click the Save button to save the new report header.

To configure print options

If DataGuard is enabled, your role must include the Customize Print Options permission.

1. Click the Management M icon and select Settings on the Management menu.

2. Click the General tab.

3. In the Print Options area (Figure 2-1, at c), select the Add Signature Block to 
Report option to add a manual signature-block to the end of a protocol result that is 
exported or printed.

4. Select the orientation for printed reports:
• Best Fit (landscape or portrait)
• Landscape
• Portrait
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5. If DataGuard is enabled, select (check mark) or de-select (no check mark) the Fill 
Signature Lines option.

When a protocol result that includes one or more signatures is exported or printed, 
this option (when selected) places the following text on the Signature line: 
[Electronically Signed by Name] where Name is the name of the user who signed the 
protocol result. This option has no effect on signatures displayed by clicking the 
Signatures button.

6. If DataGuard is enabled, select or de-select the Fill Blank Comment Lines option.

When a protocol result that includes one or more signatures is exported or printed, 
this option (when selected) places the following text on a blank Comments line: [No 
comment entered]. This option has no effect on signatures displayed by clicking the 
Signatures button.

7. Click the Save button to save the new report options.

NOTE: To restore the factory settings for print options, click the Defaults 
button and then click the Save button.

To configure default graph data

Use the Default Graph Data fields to select the graph parameters to include by default on 
displayed, printed, and exported report data. You can change the parameters when you 
display the data.

If DataGuard is enabled, your role must include the Customize Default Report Graphs 
permission.

1. Click the Management M icon and select Settings on the Management menu.

2. Click the General tab.

3. In the Default Graph Data area (Figure 2-1, at d), select the options for the types of 
data to appear by default when printed graphs are created.

4. Click the Save button to save the new defaults for the types of graph data.

NOTE: To restore the factory settings for the types of graph data, click the 
Defaults button and then click the Save button.
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To specify the default time zone for imported data

DataShare Elite stores timestamp values in UTC (Coordinated Universal Time) and 
displays those values either with or without the UTC offset, based on the status of the 
Show UTC setting. (For more information about the Show UTC setting, see “To configure 
the date and time format” on page 19) When you import data files, you specify the time 
zone in which the Analyzers that produced the data files are located. For example, 
suppose you import a file from an Analyzer located in Boulder, Colorado, U.S.A. When 
you import the file, you select the Time Zone value (UTC-07:00) Mountain Time (US & 
Canada). The value you select in this procedure for the Time Zone for Imported Data 
setting specifies the default value that appears in the Time Zone field when you import 
files into DataShare Elite. You can change the default value during the import. For more 
information, see “To manually import data files into DataShare Elite” on page 83.

If DataGuard is enabled, your role must include the Customize Time Zone for Imports 
permission.

1. Click the Management M icon and select Settings on the Management menu.

2. Click the General tab.

3. In the Import Options area (Figure 2-1, at e), select the UTC offset for importing time 
values from the Time Zone for Imported Data list. For example, to import time values 
into the Mountain Time Zone, select (UTC-07:00) Arizona.

4. Click the Save button.
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Configuring Displayed Data Settings
On the Displayed Data screen, you can specify the headings and data that appear in the 
DataShare Elite application, on printed reports, and in exported files.

Figure 2-2: Displayed Data Tab

Displayed Data settings filter what data is able to be viewed, not what data is imported. 
When DataShare Elite is connected to Analyzers or DataPro2, it imports and stores all 
data by default. To change which data is displayed, modify the selections on the 
Displayed Data tab of the Settings screen. 

NOTE: DataShare Elite enables filtering of which data types are imported 
and stored when data files are manually imported by the user.See Chapter 4, 
"Importing Data" for instructions on automatically and manually importing 
data from Analyzers and other sources.

a - Application Display b - Printed Report Display c - Export Display
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To configure the data displayed in the DataShare Elite application

If DataGuard is enabled, your role must include the Customize Displayed Application 
Data permission.

1. Click the Management M icon and select Settings on the Management menu.

2. Click the Displayed Data tab.

3. In the Application Display area (Figure 2-2, at a), select the headings and data to 
display in the DataShare Elite application.

4. Click the Save button to save your selections for data displayed in the DataShare 
Elite application. If you do not want to save your changes, click the Revert button to 
restore the values prior to your changes.

NOTE: To restore the factory settings for the data displayed on DataShare 
Elite screens, click the Defaults button and then click the Save button.
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To configure the data printed on reports

If DataGuard is enabled, your role must include the Customize Displayed Report Data 
permission.

1. Click the Management M icon and select Settings on the Management menu.

2. Click the Displayed Data tab.

3. In the Printed Report Display area (Figure 2-2, at b), select the headings and data to 
be printed on reports.

4. Click the Save button to save your selections for data printed on reports. If you do not 
want to save your changes, click the Revert button to restore the values prior to your 
changes.

NOTE: To restore the factory settings for the headings displayed on printed 
reports, click the Defaults button and then click the Save button.
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To configure the data exported to files

If DataGuard is enabled, your role must include the Customize Displayed Export Data 
permission.

1. Click the Management M icon and select Settings on the Management menu.

2. Click the Displayed Data tab.

3. In the Export Display area (Figure 2-2, at c), select the headings and data to export to 
files.

4. Click the Save button to save your selections for data exported to files. If you do not 
want to save your changes, click the Revert button to restore the values prior to your 
changes.

NOTE: To restore the factory settings for the headings displayed in files 
containing exported data, click the Defaults button and then click the Save 
button.
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Configuring Reports / Exports Settings
On the Reports / Exports screen, you can specify which output file types are enabled for 
saving reports and exported data, the names of the exported files, and the default folders 
in which the output files are placed.

To configure which output file types are enabled

If DataGuard is enabled, your role must include the Customize Allowed Export Types 
permission.

1. Click the Management M icon and select Settings.

2. Click the Reports / Exports tab.

Figure 2-3: Reports / Exports Tab

3. In the Enabled Output File Types area (Figure 2-3, at a), select the types of output 
files to enable: Text, CSV, PDF, PDF (Password Protected), Microsoft Excel, 
Microsoft Excel (Password Protected), JPG, and/or PNG.

a - Enabled Output File Types b - Export File Names c - Default Output Folders



CONFIGURING REPORTS / EXPORTS SETTINGS. . . . . . . . . . . . . . . . . . . . . . . . . . . . .Chapter 2

DataShare Elite User Guide
DUG 59000-02 EN Rev. A 30 © 2024 Veolia

4. If you selected PDF (Password Protected) and/or Microsoft Excel (Password 
Protected), specify:
• Password: Use this field to set a default password for protected output file types. 

Users (with the Customize Allowed Export Types permission) have the option to 
choose their own password for these protected files or use the default password 
that is set here in Settings. If the Password field is left blank in Settings, users 
must specify a password when they select a protected output file type.

• Mode: Fully Encrypted or Read-Only. A user must enter the password to open a 
fully encrypted file. A user can open a read-only file without the password, but the 
user must enter the password to change the contents of the file.

5. Click the Save button to save your selections for enabled output file types. If you do 
not want to save your changes, click the Revert button to restore the values prior to 
your changes.

If you selected a password protected file-type option, the Clear Password  icon 
appears at the end of the Password field. Click the icon to remove the password. You 
can then specify another password and click the Save button again.

NOTE: To restore the factory settings for enabled output types, click the 
Defaults button and then click the Save button.
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To configure the default names of export files

You can specify default name prefixes for the files that DataShare Elite generates when 
you export data.

If DataGuard is enabled, your role must include the Customize Export File Name 
permission.

1. Click the Management M icon and select Settings on the Management menu.

2. Click the Reports / Exports tab.

3. In the Export File Names area (Figure 2-3, at b), specify the name for each type of 
exported file. When a user exports a file, the name is followed by a timestamp and a 
number. For example, an Administrator changes the export file name for Calibrations 
to Calibrations. On 20 October 2020, the Administrator exports the results file for a 
calibration protocol and chooses the Microsoft Excel output type. The name of the 
exported file will be Calibrations_2020-10-20_number.xlsx, where number is a 
number generated by DataShare Elite.

4. Click the Save button to save your selections for the names of export files. If you do 
not want to save your changes, click the Revert button to restore the values prior to 
your changes.

NOTE: To restore the factory settings for the names of export files, click the 
Defaults button and then click the Save button.
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To configure the default output folders

You can choose different folders that DataShare Elite displays as default options when 
you save output files.

If DataGuard is enabled, your role must include the Customize Export Paths permission.

1. Click the Management M icon and select Settings on the Management menu.

2. Click the Reports / Exports tab.

3. Locate the Default Output Folders area (Figure 2-3, at c).

4. To specify the names of default output folders for each type of output file, click the 
Folder p icon. The corresponding Windows Select Folder window appears.

5. Navigate to a folder for storing the files of the selected output type, highlight the folder, 
and click the Select Folder button.

6. Repeat Step 4 and Step 5 for each file type you have selected.

7. Click the Save button to save your selections for the paths to and names of default 
output folders. If you do not want to save your changes, click the Revert button to 
restore the values prior to your changes.
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Managing Analyzers, Locations, Sites, and 
Regions

The Analyzers Screen

When you import a file containing sample, protocol, error, or audit trail data, the 
DataShare Elite database includes the type and serial number (S/N) of the Analyzer or 
Sensor associated with the data. To see a list of these Analyzers and Sensors, click the 
Management M icon and select Analyzers. The Analyzers screen appears with four 
tabs: Analyzers, Locations, Sites, or Regions. The active tab has a colored underline.

Figure 2-4 shows the Analyzers screen with the Analyzers tab selected. The Analyzers 
table in the upper portion of the screen lists all the Analyzers, by type and serial number 
(S/N), that have been entered into DataShare Elite. You can enter an Analyzer into 
DataShare Elite either by importing data associated with the Analyzer or by adding an 
Analyzer directly on the Analyzers tab of the Analyzers screen.

The History table in the lower portion of the screen shows the location history of an 
Analyzer selected in the Analyzers table. In Figure 2-4, for example, the M500 Analyzer 
with S/N 1234 was located in Building 1, Boulder, Western US on 01 Feb 2022. The 
Analyzer was moved to Building 2, Boulder, Western US on 27 May 2024.

The Has Data? column indicates whether Analyzer data has been imported into 
DataShare Elite.

Figure 2-4 shows region, site, and location data for each Analyzer and Sensor listed. An 
analyzer resides in a location, which is a subset of a site, which is a subset of a region. 
Although these specific areas are typically geographic in nature, any designation can be 
used. For more information, see “To set up regions, sites, and locations and assign 
Analyzers to locations” on page 35.

[
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Figure 2-4: Analyzers Tab with Analyzers and History Tables

To individually see a view of either the Analyzers table (Figure 2-4, at a) or the History 
table (Figure 2-4, at c), click the corresponding Expand  button for that table 
(Figure 2-4, at b and d). The selected table expands to a full screen view and the Expand 

 button changes to the Show Split View  button (Figure 2-5).

Figure 2-5: Analyzers Tab with Expanded Analyzers Table

To return to the view of both tables, click the Show Split View  button.

a - Analyzers table b - Expand top table c - History table d - Expand bottom table
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To set up regions, sites, and locations and assign Analyzers to 
locations

Follow these procedures in order:

• “To create regions”
• “To create sites and assign them to regions” on page 37
• “To create locations and assign them to sites” on page 39
• “To assign Analyzers to locations” on page 40

To create regions

1. Click the Management M icon and select Analyzers.
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The Analyzers screen appears.

[

Figure 2-6: Analyzers Tab of Analyzers Screen w/o Region, Site, or Location Data

2. Click the Regions tab, and then click the New button. The Manage Locations dialog 
box for regions appears (Figure 2-7).

Figure 2-7: Manage Locations Dialog Box for Regions
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3. Type the name of the new region in the Region: field. The name can have from one to 
40 characters.

NOTE: Typically, Region refers to a geographic area. However, it is not limited 
to such usage. Apply any name that fits with the organizational structure you 
prefer.

4. Click the Apply button.

5. Repeat Step 3 and Step 4 for each new region. When you finish creating regions, click 
the Save button. The names of the new regions appear on the Regions screen.

6. If you are setting up regions, sites, and locations, and assigning Analyzers to them, 
continue with Step 2 of “To create sites and assign them to regions”.

To create sites and assign them to regions

1. Click the Management L icon and select Analyzers on the Management menu. The 
Analyzers screen appears.

2. Click the Sites tab, and then click the Add button. The Manage Locations dialog box 
for sites appears (Figure 2-8).

Figure 2-8: Manage Locations Dialog Box for Sites

3. Type the name of the new site in the Site: field. The name can have from one to 40 
characters.
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4. Select a region from the Region: list.

NOTE: If you select None on the Region: list, the new site is not associated 
with a region.

5. Click the Apply button.

6. Repeat Step 3 through Step 5 for each new site.

7. When you finish creating sites, click the Save button. The names of the new sites 
appear on the Sites screen.

8. If you are setting up regions, sites, and locations, and assigning Analyzers to them, 
continue with Step 2 of “To create locations and assign them to sites”.
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To create locations and assign them to sites

1. Click the Management M icon and select Analyzers. The Analyzers screen appears.

2. Click the Locations tab, and then click the Add button. The Manage Locations dialog 
box for locations appears (Figure 2-9).

Figure 2-9: Manage Locations Dialog Box

3. Type the name of the new location in the Location: field. The name can have from one 
to 40 characters.

4. Select a site from the Site: list. The region associated with the site appears in the 
Region: list.

NOTE: If you select a region from the Region: list, the name of a site 
associated with the region appears in the Site: list. You can then select 
another site in the same region on the Site: list.
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5. Click the Apply button.

6. Repeat Step 3 through Step 5 for each new location.

7. When you finish creating locations, click the Save button. The names of the new 
locations appear on the Locations screen along with their corresponding sites/
regions.

8. If you are setting up regions, sites, and locations, and assigning Analyzers to them, 
continue with Step 2 of “To assign Analyzers to locations”.

To assign Analyzers to locations

1. Click the Management M icon and select Analyzers. The Analyzers screen appears.

2. Click the Analyzers tab.

3. Select an Analyzer or Sensor from the Analyzers list (Figure 2-10, at a) and click the 
Edit button. The Manage Locations dialog box for Analyzers appears.

Figure 2-10: Manage Locations Dialog Box for Analyzers

a - Analyzer List b - Analyzer Name c - Locations
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4. Click the Add button at the bottom of the Locations area (Figure 2-10, at c). A row of 
Location History data for the Analyzer appears in the Locations area of the dialog box.

5. Specify the Start Date: the date on which the Analyzer was put in service at the 
specified location:

To specify a date, you can:

• Type the date in the Start Date field.
• Select the date by clicking the Calendar  icon next to the date field. A calendar 

appears.

If the calendar displays the month and year you want, click the day you want.

Use the Previous  and Next buttons to navigate to the month and year, then 
click the day you want.
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6. Select the location for the Analyzer on the Location list. The site and region 
associated with the location appear in the Site and Region lists.

NOTE: Selecting a region from the Region: list shows the names of an 
associated location and site. You can select another site and another 
location.

7. If the Analyzer was put in service at the another location on a different date, click the 
Add button again. Another row of Location History data for the Analyzer appears in 
the Locations area of the dialog box above the row whose data you just specified.

8. Repeat Step 5 and Step 6 for the new start date and location.

NOTE: To delete an Analyzer location, select it in the Locations list and click 
the Delete icon next to the location row.

9. When you finish specifying start dates and locations for the Analyzer, click the Apply 
button.

10. Select the next Analyzer in the Analyzer table, and click the Edit button. The Add 
button reappears at the bottom of the Locations area.

11. Repeat Step 4 through Step 9.

12. When you finish specifying start dates and locations, click the Save button. The 
Analyzers tab on the Analyzers screen reappears with the location, site, and region 
data.
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To add an Analyzer or Sensor

DataShare Elite adds an Analyzer or Sensor automatically when you import data for the 
Analyzer or Sensor. Use this procedure to manually add an Analyzer or Sensor to 
DataShare Elite before you import data for it.

1. Click the Management M icon and select Analyzers. The Analyzers screen appears.

2. Click the Analyzers tab.

3. Click the Add button. The Manage Locations dialog box for Analyzers appears, with a 
New Analyzer section on the right (Figure 2-11).

Figure 2-11: Manage Locations Dialog Box for Adding New Analyzer

4. Select the Analyzer Type from the Analyzer Type: list (Figure 2-11, at b).

5. Type a serial number in the Serial Number: field.

NOTE: You cannot change the serial number after you save the information 
for the new Analyzer. You must delete the Analyzer and add it again with a 
different serial number.

a - Analyzer List b - Analyzer Name, Type, Serial Number c - Locations
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6. Click the Add button. A row of Location History data for the new Analyzer appears in 
the Locations area of the dialog box.

7. Specify the Start Date: the date on which the new Analyzer was put in service at the 
specified location.

To specify a date, you can:

• Type the date in the Start Date field.
• Select the date by clicking the Calendar  icon next to the date field. A calendar 

appears.

If the calendar displays the month and year you want, click the day you want.

Use the Previous  and Next buttons to navigate to the month and year, then 
click the day you want.
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8. Select the location for the new Analyzer on the Location list. The site and region 
associated with the location appear in the Site and Region lists.

NOTE: If you select a region from the Region: list, the names of a location 
and site associated with the region appear in the Location and Site lists. You 
can then select another site in the same region on the Site list and another 
location at the same site on the Location list.

9. If the new Analyzer was put in service at the another location on a different date, click 
the Add button again. Another row of Location History data for the new Analyzer 
appears in the Locations area of the dialog box above the row whose data you just 
specified.

10. Repeat Step 7 and Step 8 for the new start date and location.

NOTE: To delete an Analyzer location, click the Delete icon next to the 
location row to be deleted.

11. When you finish specifying start dates and locations for the new Analyzer, click the 
Apply button.

12. Click the Save button. The new Analyzer appears on the Analyzers tab on the 
Analyzers screen.

NOTE: In the figure above, note that because DataShare Elite has not 
imported data from the new Analyzer, there is no check in the Has Data 
column.
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To edit a location

1. Click the Management M icon and select Analyzers. The Analyzers screen appears.

2. Click the Locations tab. A list of locations appears (Figure 2-12).

Figure 2-12: Locations Tab on Analyzers Screen with Data

3. Select the location to edit, and click the Edit button. The Manage Locations dialog 
box for locations appears (below). It shows the name of the location as well as the site 
and region assigned to the location.

4. Edit the name of the location or select a new site or region, as needed.

5. When you finish, click the Apply button, then click the Save button.
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To edit a site

1. Click the Management M icon and select Analyzers.

2. Click the Sites tab. A list of sites appears. When a site is selected, the locations 
assigned to that site appear on the right portion of the screen.

3. Select the site to edit, and click the Edit button. The Manage Locations dialog box for 
sites appears. It shows the name of the location as well as the site and region 
assigned to the location.

4. Edit the name of the site or select a new region, as needed.



MANAGING ANALYZERS, LOCATIONS, SITES, AND REGIONS. . . . . . . . . . . . . . . . . . . . . . . . . . . . .Chapter 2

DataShare Elite User Guide
DUG 59000-02 EN Rev. A 48 © 2024 Veolia

5. To add a location to the site, select the location (Ctrl+select to select more than one 
location) in the Available pane and click the right  arrow to move it to the Selected 
pane.

6. To remove a location from the Selected pane, select the location and click the left  
arrow to move it back to the Available pane. 

7. Repeat Step 5 and Step 6, as needed.

8. When you finish, click the Apply button.

9. Click the Save button. The Sites tab on the Analyzers screen reappears.

To edit a region

Use this procedure to edit the information about a region.

1. Click the Management M icon and select Analyzers.

2. Click the Regions tab. A list of regions appears. When a region is selected, the sites 
assigned to that region appear on the right portion of the screen.

3. Select the region to edit, and click the Edit button. The Manage Locations dialog box 
for regions appears. It shows the name of the region as well as the sites assigned to 
the region.
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4. Edit the name of the region, as needed.

5. To add a site to the region, select the site (Ctrl+select to select more than one site) in 
the Available pane and click the right  arrow to move it to the Selected pane.

6. To remove a site from the Selected pane, select the site and click the left  arrow to 
move it back to the Available pane. 

7. Repeat Step 5 and Step 6, as needed.

8. When you finish, click the Apply button.

9. Click the Save button. The Regions tab on the Analyzers screen reappears.



DataShare Elite User Guide
DUG 59000-02 EN Rev. A 50 © 2024 Veolia

CHAPTER 3: DATAGUARD

Sievers DataGuard is an optional set of security capabilities for DataShare Elite that provides a 
complete 21 CFR Part 11 compliant solution using the following:

• Administratively controlled user-level security.
• Signing abilities that assign ownership by designated and controlled system actions.
• An audit trail system that records most DataShare Elite system changes and actions, 

including the chronology of events that create and modify data. All Analyzer audit trail 
data imported into DataShare Elite is part of the audit trail system.

ACTIVATING DATAGUARD

The DataGuard option is activated during DataShare Elite installation as a component of the 
activation key file supplied by Sievers. For more information, see “Activating DataShare Elite” on 
page 15. 

DataGuard can be activated as a standalone security solution, or configured to work with Active 
Directory. When DataGuard is installed with Active Directory, all DataShare Elite users must have 
an Active Directory User ID and Domain. Active Directory maintains the User IDs and their 
passwords. DataShare Elite Administrators add users by specifying their Active Directory User 
IDs and assigning the users a DataShare Elite User Role, Access Level, and Status

SETTING UP DATAGUARD

This section explains how to set up:

• User IDs
• User Roles
• Access Levels
• Permissions
• Other security settings

After activating DataGuard-enabled DataShare Elite, the first task is to set up an Administrator 
account that can set up the rest of the users and security settings. All permissions associated 
with user account management, database maintenance, and export file management are 
assigned to the Administrator role by default, but can be changed later. See “To change the 
permissions assigned to User Roles” on page 54.
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To set up the Administrator account

1. Complete the following:
• User ID 
• Domain (when Active Directory is being used)
• First Name
• Middle Initial (optional)
• Last Name

NOTE: If Active Directory is being used, Domain must be defined and the 
User ID must match a user in the Active Directory system. The name fields 
will populate automatically

2. Verify the Role: list is set to Administrator.

3. Verify the Status: list is set to Active.

4. Verify the Access Level: list is set to Global.

5. Type a password in the New Password field. Re-type it in the Confirm Password field.

NOTE: The default requirements for the password are: between 6 and 150 
characters with at least one upper case letter and one number. Once the first 
user account is established, the password requirement settings are 
configurable (See “Configuring DataGuard Security Settings” on page 73).

6. Click the Activate button to save the new Administrator account.

NOTE: After saving a User ID, the User ID and user name cannot be 
modified.

After DataGuard is activated, all users will be required to log in when they next open 
DataShare Elite. For more information, see “Using DataShare Elite after DataGuard Is 
Enabled” on page 78.
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CONFIGURING DATAGUARD AND MANAGING SECURITY

After you install DataGuard, configure its settings. Refer to:

• “Managing User Roles”
• “Managing User Accounts” on page 61
• “Setting Up Access Levels” on page 69
• “Configuring DataGuard Security Settings” on page 73

NOTE: A user must have a role with the appropriate permissions to view the 
DataGuard screens and make changes to the options on the screens. Refer 
to “Permissions and Permission Abilities” on page 56.

Managing User Roles
Although the default User Roles are appropriate for most installations, DataShare Elite 
allows the creation and customization of User Roles. To manage User Roles and 
permissions on the User Roles screen, click the DataGuard L icon and select User 
Roles. Here, you can view existing User Roles, create new ones, and customize their 
assigned permissions. The ability to manage User Roles requires a User ID that has been 
assigned the Administrator role or has the Manage Roles permission.

To reference the available permissions and their abilities, see Table 1, “Permissions and 
Permission Abilities,” on page 56.

NOTE: Users whose assigned User Roles include permissions to customize 
the way that DataShare Elite works (for example, to customize the data that 
DataShare Elite displays) have both Custom Options and Default Options on 
the three tabs of the Settings screen. For more information, see “DataGuard: 

Custom and Default Settings” on page 70.

This section includes the following procedures:

• “To create a User Role and assign it permissions” on page 53
• “To change the permissions assigned to User Roles” on page 54
• “To delete a User Role” on page 60
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To create a User Role and assign it permissions

Use this procedure to establish a new User Role and assign permissions to it, defining 
areas of access and which tasks can be performed within DataShare Elite. For more 
information on available permissions, see Table 1, “Permissions and Permission 
Abilities,” on page 56.

1. Click the DataGuard L icon and select User Roles on the DataGuard menu. The 
User Roles screen appears. Select a role in the table to see the permissions assigned 
to the role.

Figure 3-1: User Roles Screen

2. Click the Add button. The Create User Role dialog box appears.
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Figure 3-2: Create User Role Dialog Box

3. In the Role Name field, type a name for the new User Role, such as Lab Manager.

4. To assign a permission to the User Role, select a permission in the Available pane 
(press Ctrl+select for more than role) and click the right  arrow to move it to the 
Selected pane.

5. To remove a permission from the Selected pane, select it and click the left  arrow 
to move it back to the Available pane 

6. Repeat the previous Step 4 and Step 5, as needed. 

7. Click the OK button to save. The new User Role appears on the User Roles screen.

To change the permissions assigned to User Roles

Use this procedure to revise the permissions assigned to a User Role, by adding new 
permissions or removing existing permissions. In addition, you can change the names of 
User Roles (except the three default User Roles provided with DataGuard: Administrator, 
Operator, and Supervisor). For more information on available permissions, see Table 1, 
“Permissions and Permission Abilities,” on page 56.

1. Click the DataGuard L icon and select User Roles on the DataGuard menu. The 
User Roles screen appears.

2. Select the row in the table for the User Role you want to edit, and click the Edit 
button. The Edit User Role dialog box appears.
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Figure 3-3: Edit User Role Dialog Box

3. To change the name of the User Role, type the new name in the Role Name field.

4. To add a permission to the User Role, select the permission (Ctrl+select to select 
more than one permission) in the Available pane and click the right  arrow to move 
the permission to the Selected pane. 

5. To remove a permission from the Selected pane, select the permission and click the 
left  arrow to move the permission back to the Available pane.

NOTE: Some permissions require other permissions. For example, you must 
assign a User Role the View Trend Graph permission in order to assign the 
User Role the Print Trend Graph permission. DataShare Elite keeps track of 
required permissions and displays the Error Message  icon when a 

required permission has not been assigned. Hover the mouse pointer over the icon to 
see the required permission.

6. Repeat Step 4 and Step 5, as needed. 

7. Click the OK button to save. The edits to the User Role appear on the User Roles 
screen.
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NOTE: In Table 1, the columns titled A, S, and O refer to the Administrator, 
Supervisor, and Operator roles. A mark in these boxes indicates whether the 
permission is default for that role.

Table 1: Permissions and Permission Abilities

Permission Names Permission Abilities A S O

Acknowledge DataShare Error Acknowledge Analyzer and DataShare Elite error messages. • •
Activate Features Display Activations option on Management M menu, and 

activate both DataGuard and different types of Analyzers.
• • •

Add User On Users screen, add user. •
Archive Database On Database screen, archive data to file. •
Backup Database On Database screen, back up data to file. •
Change User Access Level On Users screen, change Access Level assigned to user. •

Change User Password

On Users screen, change password assigned to user. 
Notes: 1) This permission allows user to change passwords 
of all other users. 2) When DataGuard is enabled with Active 
Directory, users cannot change their passwords in 
DataShare Elite.

•

Change User Role On Users screen, change role assigned to user. •
Change User Status On Users screen, change Status assigned to user. •
Configure Archive Settings On Database screen, set options to archive data 

automatically. •
Configure Backup Settings On Database screen, set options to back up data 

automatically. •
Create Sample Results Reports On Samples tab of Sample Results screen, create Sample 

Results Reports. • •
Customize Allowed Export Types On Reports / Exports tab of Settings screen, customize 

Enabled Output File Types settings. • •
Customize Default Report Graphs On General tab of Settings screen, customize Default Graph 

Data settings. •
Customize Display Formats On General tab of Settings screen, customize Text Format 

settings. • •
Customize Displayed Application 
Data

On Displayed Data tab of Settings screen, customize 
Application Display settings. •
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Customize Displayed Export Data On Displayed Data tab of Settings screen, customize Export 
Display settings. •

Customize Displayed Report Data On Displayed Data tab of Settings screen, customize Printed 
Report Display settings. •

Customize Export File Name On Reports / Exports tab of Settings screen, customize 
Export File Names settings. • •

Customize Export Paths On Reports / Exports tab of Settings screen, customize 
Default Output Folders settings. • •

Customize Print Options On General tab of Settings screen, customize Print Options 
settings. •

Customize Report Header On General tab of Settings screen, customize Report Header 
settings. •

Customize Time Zone for Imports On General tab of Settings screen, customize Time Zone for 
Imported Data setting. • •

Export Analyzer Audit Trail On Analyzers tab of Audit Trail screen, export audit trail data. • •
Export Analyzer Error History On Analyzers tab of Errors screen, export error data. • •
Export Archive Data

Export archived data displayed (using Archive... option on 
Data History D menu) in DataShare Elite. • •

Export Calibration History On Calibrations tab of Protocol Results screen, export 
calibration results data. • •

Export Data History
On Sample Results screen, export sample results data; on 
User Protocols tab of Protocol Results screen, export results 
of user protocols.

• •

Export DataShare Audit Trail On DataShare Elite tab of Audit Trail screen, export audit trail 
data. • •

Export DataShare Error History On DataShare Elite tab of Errors screen, export error data. • •
Export Sample Results Reports On Samples tab of Sample Results screen, export Sample 

Results Reports. • •
Export Validation History On Validations tab of Protocol Results screen, export 

validation results data. • •
Export Verification History On Verifications tab of Protocol Results screen, export 

verification results data. • •

Import Data File Display Import... option on Data History D menu, and 
import data files.

• •

Manage Analyzer Locations
On Analyzers tab of Analyzers screen, add Analyzers, 
change location to which Analyzers are assigned, and delete 
Analyzers.

•

Manage DataGuard Settings On Security Settings screen, configure DataGuard security 
settings. • •

Permission Names Permission Abilities A S O
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Manage Remote Data Sources On Remote Data Sources screen, add, edit, and remove 
Remote Data Sources. •

Manage Roles On User Roles screen, add user roles, change permissions 
assigned to user roles, and delete user roles. •

Print Analyzer Audit Trail On Analyzers tab of Audit Trail screen, print audit trail data. • •
Print Analyzer Error History On Analyzers tab of Errors screen, print audit trail data. • •
Print Archive Data

Print archived data displayed (using Archive... option on Data 

History D menu) in DataShare Elite. • •

Print Calibration History On Calibrations tab of Protocol Results screen, print results 
of running Calibration protocol. • •

Print Data History
On Samples tab of Sample Results screen, print sample 
results; on User Protocols tab of Protocol Results screen, 
print results of user protocols.

• •

Print DataShare Audit Trail On DataShare Elite tab of Audit Trail screen, print audit trail 
data. • •

Print DataShare Error History On DataShare Elite tab of Errors screen, print audit trail data. • •
Print Sample Results Reports On Samples tab of Sample Results screen, print Sample 

Results Reports. • •
Print Trend Graph On Sample Results screen or any of four tabs on Protocol 

Results screen, print graph of data. • •
Print User List On Users screen, print list of users. • •
Print Validation History On Validations tab of Protocol Results screen, print results of 

running Validation protocol. • •
Print Verification History On Verifications tab of Protocol Results screen, print results 

of running Verification protocol. • •
Restore Database On Database screen, restore file. •

Save Trend Graph
While viewing graph of data on Sample Results screen or 
any of four tabs on Protocol Results screen, save graph data 
to file.

• •

Set Default Allowed Export Types
On Reports / Exports tab of Settings screen, specify Enabled 
Output File Types default settings for users who do not have 
Customize Allowed Export Types permission.

• •

Set Default Display Formats
On General tab of Settings screen, specify Text Format 
default settings for users who do not have Customize Display 
Formats permission.

• •

Set Default Displayed Application 
Data

On Displayed Data tab of Settings screen, specify 
Application Display default settings for users who do not 
have Customize Displayed Application Data permission.

•

Permission Names Permission Abilities A S O
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Set Default Displayed Export Data
On Displayed Data tab of Settings screen, specify Export 
Display default settings for users who do not have Customize 
Displayed Export Data permission.

•

Set Default Displayed Report Data
On Displayed Data tab of Settings screen, specify Printed 
Report Display default settings for users who do not have 
Customize Displayed Report Data permission.

•

Set Default Export File Name
On Reports / Exports tab of Settings screen, specify Export 
File Names default settings for users who do not have 
Customize Export File Names permission.

• •

Set Default Export Paths
On Reports / Exports tab of Settings screen, specify Default 
Output Folders default settings for users who do not have 
Customize Export Paths permission.

• •

Set Default Print Options
On General tab of Settings screen, specify Print Options 
default settings for users who do not have Customize Print 
Options permission.

•

Set Default Report Graphs
On General tab of Settings screen, specify Default Graph 
Data default settings for users who do not have Customize 
Default Report Graphs permission.

•

Set Default Report Header
On General tab of Settings screen, specify Report Header 
default settings for users who do not have Customize Report 
Header permission.

•

Set Default Time Zone for Imports
On General tab of Settings screen, specify Time Zone for 
Imported Data default setting for users who do not have 
Customize Time Zone for Imports permission.

• •

Sign Analyzer Audit Trail On Analyzers tab of Audit Trail screen, sign audit trail entries. • •
Sign Calibration Result On Calibrations tab of Protocol Results screen, sign results 

of running Calibration protocol. • •
Sign DataShare Audit Trail On DataShare Elite tab of Audit Trail screen, sign audit trail 

entries. • •
Sign Sample Results Reports On Reports tab of Sample Results screen, sign sample 

results. • •
Sign User Protocol Result On User Protocols tab of Protocol Results screen, sign 

results of running user protocol. • •
Sign Validation Result On Validations tab of Protocol Results screen, sign results of 

running Validation protocol. • •
Sign Verification Result On Verifications tab of Protocol Results screen, sign results 

of running Verification protocol. • •
View Analyzer Audit Trail View Analyzers tab on Audit Trail screen. • •
View Analyzer Error History View Analyzers tab on Errors screen. • •
View Archive File Display View Archive... option on Data History D menu, 

and select DataShare Elite archive file for viewing.
• •

Permission Names Permission Abilities A S O
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To delete a User Role

NOTE: The default User Roles (Administrator, Supervisor, Operator) cannot 
be deleted.

1. Click the DataGuard L icon and select User Roles on the DataGuard menu. The 
User Roles screen appears.

2. Select the row in the table for the User Role you want to delete, and click the Delete 
button. The Confirm Delete dialog box appears.

3. Click the Delete button. The User Role is removed from the User Roles screen. Note 
that if a User is assigned to the User Role, an error message will display and the User 
Role will not be deleted.

View Calibration History View Calibrations tab on Protocol Results screen. • •
View Data History View Sample Results screen on Data History D menu; 

view User Protocols tab of Protocol Results screen.
• •

View DataShare Audit Trail View DataShare Elite tab on Audit Trail screen. • •
View DataShare Error History View DataShare Elite tab on Errors screen. • •
View Protocol Result Signatures On four tabs of Protocol Results screen, view signatures. • •
View Sample Results Reports On Reports tab of Sample Results screen, view sample 

results reports. • •
View Trend Graph On Sample Results screen or any of four tabs on Protocol 

Results screen, view graph of data. • •
View User List On Users screen, view full list of users. All users can view 

their own user entry. • •
View Validation History View Validations tab on Protocol Results screen. • •
View Verification History View Verifications tab on Protocol Results screen. • •

Permission Names Permission Abilities A S O
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Managing User Accounts
To manage user accounts, navigate to the Users screen. From there, you can view and 
print the list of users; add users; edit user statuses, roles, access levels, and passwords; 
and print user data. The ability to manage user accounts requires a User ID that has been 
assigned the Administrator Access Level (or another Access Level with the Add User, 
Change User Access Level, Change User Password, Change User Role, and Change 
User Status permissions). For information about roles and permissions, see “Managing 
User Roles” on page 52.

NOTE: When enabled with Active Directory, DataShare Elite allows 
modification of User Roles, Access Levels, and Statuses. Active Directory 
manages the user accounts and passwords.

To add a user

1. Click the DataGuard L icon and select Users on the DataGuard menu. 
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The Users screen appears.

Figure 3-4: DataGuard Users Screen

2. Click the Add button. The Create New User dialog box appears. The Error Message 
 icon indicates required fields. Hover the mouse pointer over an icon to see the 

data-entry requirements for the field. Figure 3-5 shows the requirements when 
DataGuard is enabled without Active Directory. Figure 3-6 on page 63 shows the 
requirements when DataGuard is enabled with Active Directory.

Figure 3-5: Create New User Dialog Box (without Active Directory)
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Figure 3-6: Create New User Dialog Box (with Active Directory)

3. For DataGuard without Active Directory, complete the following:
• User ID
• First Name
• Middle Initial (optional)
• Last Name

NOTE: After saving a User ID, the User ID and user name cannot be 
modified.

4. For DataGuard with Active Directory, complete the following:
• User ID
• Domain

DataGuard populates the First Name, Middle Initial, and Last Name fields with the 
information in Active Directory.

5. Select a role from the Role: list. DataGuard supplies three default roles: Administrator, 
Operator, and Supervisor. To create and manage roles, see “Managing User Roles” 
on page 52.
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6. Select an access level from the Access Level: list. DataGuard supplies five access 
levels: Global, Region, Site, Location, and Analyzer. If you select the Region, Site, 
Location, or Analyzer access level, an Edit button appears below the Access Level: 
field.

NOTE: Until you define one or more of the Region, Site, and Location access 
levels, you must set the new user’s access level to Global or Analyzer. For 
more information about access levels, see “Setting Up Access Levels” on 
page 69.

7. Click the Edit button. The Select Access Level Items dialog box appears.

Figure 3-7: Select Access Level Items Dialog Box for Analyzers

Click the Edit button to see available Regions, Sites, Locations, or Analyzers.

8. To assign an access level item to the user, select the item in the Available pane (press 
Ctrl+select for more than role) and click the right  arrow to move it to the Selected 
pane.

9. To remove an access level item from the Selected pane, select it and click the left  
arrow to move it back to the Available pane.
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10. Repeat Step 8 and Step 9, as needed.

11. When you finish assigning access level items, click the OK button.

12. Verify the Status list is set to Active.

13. For DataGuard without Active Directory, type the password in the New Password 
field. Re-type the password in the Confirm Password field.

NOTE: The password requirements are configurable. For more information 
about setting DataGuard password requirements, see “Configuring 
DataGuard Security Settings” on page 73.

14. For DataGuard without Active Directory, check the Set Password to Expired option, or 
leave it unchecked (the default).

NOTE: The Set Password to Expired option requires new users to reset their 
passwords the first time that they log in to DataShare Elite.

15. Click the OK button to save. The new user’s account appears on the Users screen.

To edit a user account

Use this procedure to edit a user’s account by assigning the user a new role, changing 
the user’s access level or password, or assigning the user a new status: Active, Disabled, 
or Retired.

NOTE: Administrators (and any other User Roles with permissions to change 
user Access Levels, Roles, and/or Statuses) cannot change their own data. 
This restriction is a safety precaution so that Administrators do not 
accidentally assign themselves Access Levels, Roles, or Statuses that limit 

their ability to manage DataShare Elite users and security.

1. Click the DataGuard L icon and select Users on the DataGuard menu. The Users 
screen appears.

2. Select the row in the user table for the account you want to edit, and click the Edit 
button. The Edit User dialog box appears (Figure 3-8 on page 66).
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Figure 3-8: Edit User Dialog Box (without Active Directory)

NOTE: When DataGuard is enabled with Active Directory, the Edit User 
dialog box includes the Domain field but not the New Password and Confirm 
Password fields or the Set Password to Expired option.

3. Select a new Role or Status, as needed.

4. To change an access level, select it from the Access Level: list. If you select the 
Region, Site, Location, or Analyzer access level, an Edit button appears below the 
Access Level: field.

NOTE: For information about setting up the Region, Site, and Location 
access levels and assigning Analyzers to Locations, see “Setting Up Access 
Levels” on page 69.
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5. Click the Edit button. The Select Access Level Items dialog box appears.

Figure 3-9: Select Access Level Items Dialog Box for Analyzers

6. To assign an access level item to the user, select the item in the Available pane (press 
Ctrl+select for more than role) and click the right  arrow to move it to the Selected 
pane.

7. To remove an access level item from the Selected pane, select it and click the left  
arrow to move it back to the Available pane.

8. Repeat the previous Step 6 and Step 7, as needed.

9. When you finish assigning access level items, click the OK button.

10. For DataGuard without Active Directory, enter a new password, as needed.

11. Click the OK button to save. The edits to the user’s account appear on the Users 
screen.
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To print a list of users or save it as a file

The list contains the accounts of all users. Filtering options are not available.

1. Click the DataGuard L icon and select Users on the DataGuard menu. The Users 
screen appears.

2. Click the Print button. The Print Preview dialog box appears.

Figure 3-10: Print Preview Dialog Box

This view shows the User ID, Status, Role, Access Level, Name, Last Access Date, and 
Last Failed Login of each user. Additionally, it lists the active Roles and their associated 
permissions. To view multiple pages, scroll up and down within the Print Preview.

3. Click the Print button. The Windows Print dialog box appears.

4. Select a printer and click the Print button. The file prints to the specified printer. 

To save the print preview as a PDF file, click the Print button on the Print Preview 
window and choose a PDF printer option, then click the Print button again. The 
Windows Save As window appears. In the File name: field, type a file name and click 
the Save button. DataShare Elite saves a PDF file in the specified location.

5. On the Print Preview window, click the Close button.
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Setting Up Access Levels
When you enable DataGuard, it provides two access levels: Global and Analyzer. If you 
assign users the Global access level, they have access to data for all Analyzers and 
Sensors. If you assign users the Analyzer access level, they have access to data only for 
the Analyzers and Sensors that you assign to them. For example, you might assign one 
user access to data for all Sievers M9 Analyzers and another user access to data for all 
Sievers CheckPoint Sensors.

In addition, you have the option to set up three additional access levels:

• Region — The highest level grouping, such as Eastern U.S., Central U.S., and 
Western U.S. Each region consists one or more sites.

• Site — The mid-level grouping, such as New York, Atlanta, Chicago, St. Louis, 
Boulder, and Denver. Each site consists of one or more locations.

• Location — The lowest level grouping, such as Manufacturing 1, Manufacturing 
2, Building A, and Building B.

After you create regions, sites, and locations, you assign locations to the Analyzers and 
Sensors. When you assign a location you specify a start date: the date on which the 
Analyzer was placed in service at that location. When you move an Analyzer from one 
location to another, you create another entry in the Analyzer table with the new location 
and the new start date (the date on which the Analyzer was placed in service at the new 
location). Now users with access to the Analyzer at the original location can see all data 
generated at the original location but no data generated at the new location. Users with 
access to the Analyzer at the new location can see all data generated at the new location 
but no data generated at the original location.

After setting up access levels, you can assign a user any access level and specify which 
components of the access level the user can access. For example, you could assign one 
user the Region access level and give the user access to all Analyzers at locations within 
the Western U.S. region. You could assign another user the Region access level and give 
the user access to all Analyzers at locations within the Central U.S. and Eastern U.S. 
regions.
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DataGuard: Custom and Default Settings
When DataGuard is enabled, the three tabs on the Settings screen (General, Displayed 
Data, and Reports / Exports) have both Custom Options and Default Options. Figure 3-11 
shows the top portion of the General tab on the Settings screen with the two options 
highlighted.

If DataGuard is not enabled, Custom Options and Default Options will not be 
available.

Figure 3-11: Settings Screen: Custom Options and Default Options

Custom Options are settings customized to the currently logged-in User ID. The current 
User Role must have “Customize” permissions activated to change the configuration 
settings on the Custom Options set of tabs (see Table 1, “Permissions and Permission 
Abilities,” on page 56). 

For example, to change the displayed application data, the User Role must include the 
Customize Displayed Application Data permission to make changes in the Application 
Display area (Figure 2-2 on page 25, at a) of the Displayed Data tab

Default Options are settings configured for users who do not have “Customize” 
permissions. These settings can be configured only by those with a User Role that has 
“Set Default” permissions. Those users that do not have "Customize" permissions will be 
configured to view, export, and print per the configuration established as the defaults for 
General, Displayed Data, and Reports/Exports.
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Example: Changing default Displayed Data options

For example, suppose that a user has the Operator User Role, and the Default Options > 
Displayed Data > Application Display screen appears as follows (note that Rejected 
Repetitions and Flush Time are not selected):

According to those settings, the Sample Results will display the following types of data:
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Two options are available to change the displayed application data:

• A user with the Manage Roles and Change User Role permissions can create a 
User Role specifically for a user that includes the desired displayed application 
data settings. See “Managing User Roles” on page 52 for more information.

• A user with the Set Default Displayed Application Data permission can change the 
Default Displayed Data settings for the Operator User Role (which will change it 
for all users with that role). See “Configuring Displayed Data Settings” on page 25 
for more information.

When the Default Displayed Application Data has been changed to include the new data 
types, they will have check marks on the Default Options > Displayed Data > Application 
Display screen...

...and the Sample Results data for the User Role that was altered (note that the scroll bar 
has been moved to the right to show the additional columns):
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Additional information about Settings

Changing Default Options controls the configuration for other users who do not have 
Custom Options; they have no effect on what DataShare Elite displays for the user 
making the changes.

If a DataShare Elite User Role includes permissions to customize one or more (but not 
all) of the DataShare Elite configuration settings, use the Custom Options versions of the 
three tabs on the Settings screen to specify those settings that are permitted to change. 
Settings that are not permitted to change are visible but inactive. For a User Role that 
does not have Customize Options permission, the tab contains no information. That User 
Role can view all the configuration settings on the Default Options version of the tab, but 
cannot change them.

NOTE: The Default Options have no relationship to the default factory settings 
that DataShare Elite restores when you click one of the Defaults buttons and 
then click the Save button.

Configuring DataGuard Security Settings
When DataGuard is enabled without Active Directory, use the Security Settings screen to 
define requirements for DataGuard User IDs and passwords, including preserving the 
user ID from the last signature, requiring signature comments, specifying the maximum 
number of signatures per user per protocol, and setting the length of time until passwords 
expire. Also use the Security Settings screen define the number of incorrect login 
attempts at which DataGuard will change the status of a User ID to Inactive, and the 
amount of time a user can be inactive before DataGuard times the user out. See Figure 3-
12 on page 74.

When DataGuard is enabled with Active Directory, use the Security Settings screen to 
preserve the User ID from the last signature, and require signature comments. See 
Figure 3-12 on page 74.
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To configure security settings

To configure DataGuard User ID, password, and signature requirements:

1. Click the DataGuard L icon and select Security Settings on the DataGuard menu. 
The Security Settings screen appears. When DataGuard is enabled without Active 
Directory, the screen has four areas:

Figure 3-12: Security Settings Screen (without Active Directory)

NOTE: When DataGuard is enabled with Active Directory, Password settings 
are not available.

a - General b - Signature Workflow

c - User ID Rules d - Password Rules
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When DataGuard is enabled with Active Directory, the screen has two areas:

Figure 3-13: Security Settings Screen (with Active Directory)

a - General b - Signature Workflow



CONFIGURING DATAGUARD SECURITY SETTINGS. . . . . . . . . . . . . . . . . . . . . . . . . . . . .

DataShare Elite User Guide
DUG 59000-02 EN Rev. A 76 © 2024 Veolia

Chapter 3

General area

2. Select (check mark) or de-select (no check mark) each of the following options, as 
needed. You can edit the value of each option that you select:
• Auto Logout After (Idle Seconds) — Enter the number of seconds (10 to 300) 

during which a user may remain inactive before DataGuard automatically logs the 
user out of the system. When the option is selected, the default value is 60.

• Expire Password after (Days) — Enter the number of days (1 to 365) during 
which a password is valid. After the specified number of days, a user must change 
the password. The default value is 90 days.

• Lockout User After (Failed Attempts) — Enter the number of incorrect 
password entries (2 to 10) at which DataShare Elite automatically sets the User ID 
status to Inactive. The default value is 3. When the value is set to 3, a user can 
enter two incorrect passwords and still have another opportunity to enter the 
correct password. If the user enters a third incorrect password, the User ID is 
locked out.

DataShare Elite does not remove the lockout after a specified amount of time 
elapses. If a user is locked out, the Administrator must unlock the user by 
resetting their Status to Active.

Signature Workflow area

3. Select one or more of the following options, as needed:
• Preserve User ID From Last Signature — The first time that someone signs a 

protocol result record after a user starts DataShare Elite and logs in, DataShare 
Elite puts the User ID of the logged-in user in the User ID field on the Signature 
Required dialog box. The next time that someone signs a protocol result record, 
DataShare Elite puts the User ID of the person who signed the last protocol result 
record in the User ID field. Pre-populating the User ID field helps streamline the 
signing process.

• Require Signature Comments — Requires user to type a comment with each 
electronic signature activity.

4. Specify a value for the following options, as needed:
• Required Review / Approve Signatures — Enter the number of Review and 

Approve signatures (1 to 15) required for a protocol. The default value is 1 each.

If DataGuard is enabled with Active Directory, go to Step 8. If DataGuard is enabled 
without Active Directory, continue to the next step.
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User ID Rules Area

5. Specify values for the following options, as needed:
• Minimum Length — Enter a value for the minimum length (between 2 and 19 

characters) of a User ID. The default value is 8.
• Maximum Length — Enter a value for the maximum length (between 4 and 20 

characters) of a User ID. The default value is 20.

NOTE: None of the following password settings appear when DataGuard is 
enabled with Active Directory.

Password Rules Area

6. Specify values for the following options, as needed:
• Minimum Length — Enter a value for the minimum length (between 6 and 150 

characters) of a password. The default value is 6. The maximum length of a 
password is set at 150 characters and cannot be changed.

• Prevent Reuse of Last (Passwords) — Specify the number of recent passwords 
(between 0 and 12) that cannot be reused. The default value is 5. If a user creates 
password A, and this value is set to 2, then the user cannot make password A 
their current password again until they have changed their password twice.

Required Characters Area

7. Specify values for the following options, as needed:
• Upper Case — Enter the minimum number (from 0 to 10) of upper case 

characters required in a password. The default value is 1.
• Lower Case — Enter the minimum number (from 0 to 10) of lower case 

characters required in a password. The default value is 0.
• Numbers — Enter the minimum number (from 0 to 10) of numbers required in a 

password. The default value is 1.
• Special — Enter the minimum number (from 0 to 10) of special characters 

required in a password. The default value is 0.

8. When you finish specifying security settings, click the Save button.

NOTE: To restore the factory security settings, click the Defaults button. To 
go back to the previously saved settings, click the Revert button (note that the 
Revert function is available only if you haven’t yet saved your changes).
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USING DATASHARE ELITE AFTER DATAGUARD IS 
ENABLED

This section includes the following instructions:

• “Logging into DataShare Elite”
• “Working with Passwords” on page 79
• “Logging Out of DataShare Elite” on page 81

Logging into DataShare Elite
After DataGuard is enabled, all users will be required to log in.

To log in to DataShare Elite

1. Open the DataShare Elite application. A message that DataShare Elite is connected 
appears followed by the DataShare Elite Login dialog box.

2. Type your User ID in the User ID field.

3. Type your password in the Password field.

4. Click the OK button. The screen that opens depends on the privileges associated with 
the active user shown in the lower left corner.

NOTE: If a user reaches the limit on unsuccessful login attempts (see 
“Configuring DataGuard Security Settings” on page 73), DataGuard will 
automatically deactivate the User ID until a user with the Change User Status 
privilege resets the Status of the User ID to Active. DataShare Elite does not 

inform users that they are locked out.

The screens and options that appear in the DataShare Elite user interface are based 
on the permissions assigned to your User Role. For example:

• The Graph button requires the View Trend Graph permission.
• The Export button requires the Export Data History permission.
• The Print button requires the Print Data History permission.

For more information about permissions, see “Managing User Roles” on page 52.

Because screens and options that appear in DataShare Elite are based on the 
permissions assigned to your User Role, you do not need to sign in to perform 
specific tasks unless you have been assigned permissions to sign the results of 
calibrations, user protocols, validations, or verifications (see “To sign reports 
electronically” on page 138).
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Working with Passwords
This section contains information for changing your DataGuard password, or retrieving 
forgotten or deactivated password.

• “To change your DataGuard password”
• “To obtain a new password” on page 80 

To change your DataGuard password

Use this procedure to change your current and active password. If DataGuard was 
enabled with Active Directory, you cannot change your password in DataShare Elite.

1. Click the DataGuard L icon and select Users on the DataGuard menu. The Users 
screen appears.

2. Select the row in the user table for your account, and click the Edit button. The Edit 
User dialog box appears.

Figure 3-14: Edit User Dialog Box for Changing a Password

3. Type the new password in the New Password field.

4. Re-type the new password in the Confirm Password field.

5. Click the OK button. The Signature Required screen appears.
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Figure 3-15: Edit User Dialog Box for Changing a Password

6. Type your old password (not your new password) in the Password field.

7. (Optional) In the Comments field, type the reason why you are changing your 
password.

8. Click the OK button. DataShare Elite changes your password, and the Users screen 
appears again.

To obtain a new password

If you forget your password or if you are attempting to log in and your attempts exceed the 
limit (as set by the Administrator (page 65), contact Technical Support, or your local 
service provider.

NOTE: If DataGuard was enabled with Active Directory, contact your Active 
Directory administrator if you forget your password or your login attempts 
exceed the limit.

1. Click the Help button on the DataShare Elite Login dialog box. An information 
message appears with the Key number.

2. Provide the Key number to Technical Support or your local service provider. They will 
supply a “Password of the Day.”

3. Sign into DataGuard using this temporary password. DataGuard will then require you 
to change your password. If needed, see “To change your DataGuard password” on 
page 79.
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Logging Out of DataShare Elite
Logging out of DataShare Elite after each session prevents a second user from accessing 
the application under the first user’s account, helps preserve the integrity of the audit trail, 
and minimizes the risk of unauthorized access.

To log out of DataShare Elite

On any screen (such as Sample Results or Protocol Results), click the Exit P icon in the 
Menu Bar.

The active user is logged out automatically whenever the DataShare Elite 
application times out.
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This chapter provides information about importing data into DataShare Elite. There are 
two methods of importing data:

• Exporting data from compatible Analyzers into files, which are then imported into 
DataShare Elite 

• Direct connection from compatible Analyzers and DataPro2 to DataShare Elite

Compatible Analyzers and Sensors

Analyzer/Sensor
(Minimum FW/SW) Supported File Type

Sievers M500 and M500e TOC Analyzers (v1.03 or 
later)

Sievers M-Series TOC Analyzers (v1.13 or later)

Data history (.enc)
Database backup (.bak)
Database archive (.enc)

Sievers CheckPoint and CheckPointe Sensors 
(v1.05)

Database backup (.bak)
Database archive (.enc)

Sievers 900 Series TOC Analyzers (v2.16 or later)
(using the DP900RST Utility - see Appendix A, 
"DP900RST Utility" on page 189 for more 
information)

Sievers 500 RL TOC Analyzers (v2.16 or later)

Results (.enc)

DataPro2 software (v1.09 or later) Database backup (.bak)
Database archive (.enc)
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The Data Import Process
DataShare Elite allows you to import a single file—or a batch of multiple files—containing 
data history, database backups, database archives, error history, and (if DataGuard is 
enabled) audit trail data from Sievers Analyzers and Sensors. When DataShare Elite is 
installed on an enterprise system, it provides filter options that eliminate the need to pre-
sort files before import. The options allow filtering by:

• Results type (such as Calibrations and Verifications)
• Product line (such as Sievers M-Series)
• Analyzer serial number

These options filter the files during the import process and ensure that only those files 
meeting the filter criteria that you define are imported into DataShare Elite.

When DataShare Elite imports data files, it checks for duplicate records by comparing the 
Analyzer type, serial number, and timestamp of each record with existing data (see “How 
DataShare Elite Imports, Stores, and Displays Timestamp Values” on page 86 for 
timestamp information). When DataShare Elite finds duplicates, it ignores them. The 
Import Results dialog box indicates that records from the files have been added to the 
DataShare Elite database, updated in the database, and/or not added to the database 
because they are duplicates of records already in the database or for other reasons. 
DataShare Elite keeps track of source of records, so input from backup files overrides 
less comprehensive data.

Once you import data into DataShare Elite, it remains in DataShare Elite until you either 
archive the data or restore a backup file. You cannot remove individual records from 
DataShare Elite.

To manually import data files into DataShare Elite

Step 1: Export files from Analyzers

Data files are first exported from an Analyzer in an encrypted (*.enc) file format (or a *.csv 
file format from the Sensor) and saved to a USB memory device. The file(s) can also be 
sent directly to a computer through an Ethernet connection (Sievers M500 TOC 
Analyzers, Sievers M-Series TOC Analyzers, and Sievers CheckPoint and CheckPointe 

Sensors) or a serial connection (Sievers 900 Series and Sievers 500 RL TOC Analyzers). 
Refer to the Analyzer’s or Sensor’s Operation and Maintenance Manual for instructions 
that explain how to export data from the Analyzer or Sensor.

NOTE: USB devices should hold between 4GB and 2TB of data and be 
formatted with the FAT32 file system (NTFS devices should be reformatted to 
FAT32).
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Step 2: Manually import data from files into DataShare Elite

1. Click the Data History Dicon and select Import... on the Data History menu. The 
Data Import dialog box for files appears.

Figure 4-1: Data Import Dialog Box

2. In the Import Data Types area to the right, select (check mark) or de-select (no check 
mark) each option to include for importing into DataShare Elite. To set all the Import 
Data Types options simultaneously, select or de-select the All option.

NOTE: Any files selected on the computer that do not meet the defined import 
types will not be imported into DataShare Elite.

3. Click the Select Files... button. The Windows Select Files to Import window appears. 
Navigate to the folder containing the files to be imported, select the file or files (to 
select a group of files, press Shift + select or Ctrl + select) and click Open .
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4. On the Data Import dialog, select the files to import (to select a group of files, press 
Shift + select or Ctrl + select). Only those data types selected on the Import Data 
Types section will import into DataShare Elite.

To remove a file, select the file and click Remove Files

5. Click the Import button. Status bars appear showing the progress of the file import 
process.
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6. When the import is completed, the Import Results dialog box appears.

When you import data files, DataShare Elite checks for duplicate records by looking at 
the Analyzer type, serial number, and timestamp of each record. When DataShare 
Elite finds duplicates, it ignores them. The Import Results dialog box indicates that 
records that have been added to the DataShare Elite database, updated in the 
database, and/or not imported into the database for various reasons. For example, 
the records might be duplicates of records already in the database. If your import 
includes only duplicate records, DataShare Elite will put check marks in the 
Duplicates and Not Imported columns and add Contains only duplicate records in the 
Details column.

7. Click the OK button to return to the screen displayed before import.

How DataShare Elite Imports, Stores, and Displays Timestamp 
Values

DataShare Elite lets you change the time stamp of imported data at the time of import, 
enabling you to import data from Analyzers in different time zones and define the 
locations of those Analyzers.

When you import data into DataShare Elite, you can use your current default time zone 
selected during DataShare Elite setup. For more information, see “To specify the default 
time zone for imported data” on page 24. You also have the option of selecting the time 
zone associated with the Analyzer that generated the data (see this option in “To 
manually import data files into DataShare Elite” on page 83).

NOTE: If data is imported with an incorrect time zone, it can be removed only 
by archiving the database, beginning with the date that includes the newly 
imported data. Please note that for data integrity, archiving cannot focus on a 
specific set of data—this archive will include ALL data in the database.
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Once data is imported into DataShare Elite, the import file is stored with a Coordinated 
Universal Time (UTC) time stamp. Users who view this data will see the time stamp in 
their local time, which may result in different hours or days being displayed for the same 
set of data (Figure 4-2).

For example, if an Analyzer in Denver (Mountain Standard Time) exported its data to a 
local computer at 12:16 a.m. on 10 December, a User in Pacific Standard Time would see 
the time of that event as 11:16 p.m. on 9 December (circled in red in Figure 4-2). The time 
of the reading is unchanged, but it displays differently depending on the viewer’s location.

Because you specify one time zone per set of imported files, you should group the sets of 
files that you import so that all the files in the group are from Analyzers located within the 
same time zone.

NOTE: DataShare Elite automatically adjusts all timestamps for Daylight 
Savings Time, where applicable.

Figure 4-2: Import time stamps in different time zones
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When the data is exported, DataShare Elite will export the data as it displays on the 
screen/time zone of the user doing the exporting. As such, the time stamp of the data 
might vary (Figure 4-3).

Figure 4-3: Export time stamps in different time zones

M500 Analyzers automatically store imported data in UTC, regardless of what time zone 
the user importing the data is in. The UTC time stamp is then adjusted to the local time 
zone of any user viewing the data.

Once data is imported, the user has the option of selecting a location for the analyzer on 
the Management > Analyzers tab. For more information, see “To assign Analyzers to 
locations” on page 40. 
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To import data from connected Analyzers and DataPro2

To import data into DataShare Elite directly from Analyzers and other remote sources, 
you must first establish connections between the data sources and DataShare Elite. The 
compatible source types are:

Once suitable connections are established, you can either manually or automatically 
import data.

Step 1: Select Remote Data Sources

1. Click the Management Micon and select Remote Data Sources on the Management 
menu. The Remote Data Sources screen appears:

Figure 4-4: Remote Data Sources Screen

Analyzer/Sensor
(Minimum FW/SW) Minimum FW/SW

Sievers M500 and M500e TOC Analyzers v1.03 or later

Sievers M-Series TOC Analyzers v2.02 or later

DataPro2 software 
(see “Handling DataPro2 data” on page 92 for more 
information on this data source)

v2.02 or later
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2. Click the Add button. The Remote Data Source dialog box appears:

3. Enter the source’s identifying information in the appropriate fields in the dialog box:

A. Type a source name in the Source Name field

B. Select the source type from the Source Type drop-down list.

C. Type the serial number of the Analyzer in the Serial Number field. The serial 
number is a four- or five-digit number derived from the last four or five digits of 
the serial number label. For example, if the serial number label reads 
23118862 the serial number to enter in the field is 8862.

NOTE: If DP2 SQL 19 or DP2 SQL 22 were selected as the Source Type, a 
dummy serial number will auto-populate this field, and no action is required

D. Type the IP address of the source in the Source IP Address field.

NOTE: If the source is DataPro2 on the same computer as DataShare Elite, 
type Localhost. Alternatively, enter 127.0.0.1 as the IP address.
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E. If the source Analyzer is an M9, M9e, or M5310C, you will be asked to select a 
time zone.

F. When you have completed all fields, click the Apply button. The new remote 
source appears on the Remote Data Sources list, with the Connection Verified 
column reading “False”:

Figure 4-5: Unverified Remote Source

4. Click the Test Connection button to verify connectivity between DataShare Elite and 
the remote source. A Connection Test dialog box will display the result of the test. If 
successful, click the OK button to continue. If unsuccessful, review the IP address 
you entered or contact your IT department for assistance.

5. Click the Save button to save the connection data and change the Connection 
Verified status of the new remote source to True.
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6. Click the Import Data button to import existing data from the remote source into 
DataShare Elite. The Import Results dialog box appears, showing the data (if any) 
that was imported. Click the OK button to continue.

7. Repeat steps 2–6 for additional Analyzers or other remote data sources.

Handling DataPro2 data

DataShare Elite is compatible with DataPro2 using:

► SQL Server 2019 (select DP2 SQL 19 as the Source Type)
► SQL Server 2022 (select DP2 SQL 22 as the Source Type)

When selecting one of the two DataPro2 Source Types:

► The Serial Number field is automatically populated with a system-
generated number.

► If DataPro2 resides on the same computer as DataShare Elite, enter 
localhost into the IP Address field.



THE DATA IMPORT PROCESS. . . . . . . . . . . . . . . . . . . . . . . . . . . . .

DataShare Elite User Guide
DUG 59000-02 EN Rev. A 93 © 2024 Veolia

Chapter 4

Step 2: Manually import the first data set
After setting up the remote data sources, it is recommended that you manually import the 
first data set from each source. The first importation of data from an Analyzer (depending 
on the size of the file) could take up to two hours. Manually importing the data allows you 
to schedule this task at a time that it does not conflict with normal operations. Additionally, 
it reduces the time of the first automatic import (described in Step 3), which will only need 
to retrieve new data generated since the manual import.

1. Click the Management Micon and select Remote Data Sources. 

2. Select the Analyzer from which to import the data.

3. Click the Import Data button.

Step 3: Schedule automatic imports
To set up a schedule for the automatic import of data: 

1. Click the Management M icon and select Auto Imports on the Management menu. 
The Auto Imports screen appears (Figure 4-6). This screen has two sections: Import 
Scheduling (at a), and Remote Data Sources (at b).

Figure 4-6: The Auto Imports Screen

a - Import Scheduling b - Remote Data Sources



THE DATA IMPORT PROCESS. . . . . . . . . . . . . . . . . . . . . . . . . . . . .

DataShare Elite User Guide
DUG 59000-02 EN Rev. A 94 © 2024 Veolia

Chapter 4

2. In the Import Scheduling area, click the check box next to Auto Import Enabled.

3. Enter a value into the Import Every (Minutes) field to set the time between auto 
imports, from 2–60 minutes.

4. In the Start On field, specify a date to begin performing automatic imports.

To specify a date, you can:

• Type the date in the Start Date field.
• Select the date by clicking the Calendar  icon next to the date field. 

If the calendar displays the month and year you want, click the day you want.

Use the Previous  and Next buttons to navigate to the month and year, then 
click the day you want.

5. Specify the start time for auto imports by typing it in the Run At field.

6. In the Remote Data Sources area, click the Add button. The Remote Data Source 
window appears, listing the Analyzers and other data sources currently available to 
DataShare Elite (Figure 4-7):

Figure 4-7: Remote Data Sources available for auto import

7. Select a source from the list and click the Add button.

8. Click Test Connection to verify that the source is connected.
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9. Repeat steps 6–8 for additional sources to be included in the auto import. To remove 
unwanted sources, highlight the appropriate row and click the Remove button.

10. Click the Save button to complete auto import setup. Click the Revert button to undo 
your progress and return to the start.

NOTE: During automatic import, DataShare Elite checks existing data for 
duplicate records, and is configured to look only for incremental results 
collected since the last import.

To refresh DataShare Elite with updated data from the database

This option allows you to query the DataShare Elite database and update the DataShare 
Elite application with any data added to the database after you started the application or 
made a previous query.

1. Click the Help i icon and select Refresh All Data on the Help menu. The Refresh 
Compete dialog box appears.

2. Click the OK button to return to the screen displayed before the data refresh.

Displaying Imported Data in DataShare Elite

After importing the data history files, database back-up files, and/or database archive files 
that have been exported from Analyzers, DataShare Elite displays sample results on the 
Sample Results screen and results from user-defined protocols and system protocols 
(Calibrations, Verifications, and Validations) on the four tabs of the Protocol Results 
screen. For more information, see “Working with Results Data” on page 96

When error history data is included in the imported files, DataShare Elite displays the data 
on the two tabs of the Errors screen. Click the Management M icon and select Errors on 
the Management menu. For more information, see “Working with Data about Errors” on 
page 177

3. When DataGuard is enabled in DataShare Elite, audit trail history data appears on the 
two tabs of the Audit Trail screen. Click the DataGuard L icon and select Audit Trail 
on the DataGuard menu. For more information, see “Working with the Audit Trail 
(DataGuard Only)” on page 152.
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This chapter contains information about working with the results of sampling procedures and the 
results of both user-defined protocols and system protocols. For example, you can view results 
data in tabular or graphical format, and you can export or print the data. You can also create, 
review, and approve reports based on the results or protocol data.

Before you work with results data in the DataShare Elite application, you must import it from 
DataShare Elite-compatible Sievers TOC Analyzers. For more information, refer to Chapter 4: 
Importing Data on page 82.

Overview
After you import data into DataShare Elite, the application displays the results of your sampling 
procedures on the Sample Results screen and the results of running protocols on the four tabs of 
the Protocol Results screen:

• User Protocols
• Calibrations
• Verifications
• Validations

You can view the data in the default table format or an optional graphical format.

To search for specific results data in large databases, you can filter the data to smaller groups of 
records sorted by a category or categories. DataShare Elite also provides a view for comparing 
the results between two or more specified Analyzers or Sensors. (For more information, see “To 
compare sample results between Analyzers / Sensors” on page 118.)

You can print data and export data files from the Sample Results screen, the four tabs on the 
Protocol Results screen, and the option graph window.

If DataGuard has been enabled, you can review and sign protocol results.

This chapter includes information and instructions for the following:

• “Viewing Results Data” on page 97
• “Filtering Results Data” on page 104
• “Graphing Results Data” on page 110
• “Printing and Exporting Results Data” on page 125
• “Creating a Custom Report” on page 135
• “Working with Electronic Signatures” on page 137
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VIEWING RESULTS DATA

On the Sample Results screen and on the four tabs of the Protocol Results screen, you can view 
results data in the active DataShare Elite database. You can also review results data from archive 
files that you load into the DataShare Elite application for viewing purposes only. Refer to these 
topics:

• “The Sample Results Screen”
• “The Protocol Results Screen” on page 100
• “Viewing Archived Data” on page 102

The Sample Results Screen
To display the Sample Results screen, click the Data History D icon and select Sample 
Results menu option. This screen has two tabs: Samples and Reports. Figure 5-1 shows 
the Sample Results screen with the Samples tab active.

Figure 5-1: Sample Results Screen - Samples

The Samples tab displays a table of records. Three of the column headings always 
appear: Timestamp, Sample Name, and Rep #. The other column headings (for example: 
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Sample Type, TOC, IC, and TC) are set by selecting options in the Application Display 
area of the Displayed Data tab on the Settings screen. For more information, see “To 
configure the data displayed in the DataShare Elite application” on page 26

DataShare Elite loads sample results into the display area 100 records at a time. Each set 
of 100 records is a page. Use the vertical scroll bar to navigate through the records on a 
page, and drag the horizontal scroll bar to see additional columns.

To navigate through the pages, do one of the following:

• Click the Next  button or the Previous  button.
• Type a number in the page number field and press Enter.

You can sort the data in ascending or descending order by clicking a column heading, 
such as Timestamp, Sample Name, Sample Type, Protocol Name, Analyzer Type, and 
Analyzer S/N. You cannot sort the data by Rep # or results data type (TOC, IC, TC, 
rCond, Temp, tCond).

To limit the number of records displayed on the Sample Results screen, click the Filter  
icon to filter the data by specific categories. Refer to  Filtering Results Data on page 104 
for instructions.

The Reports tab of the Sample Results screen is split into two sections: Reports and 
Sample Results (Figure 5-2). The reports are listed in the top section, and the 
corresponding sample results for the selected report are displayed in the bottom section.

Figure 5-2: Sample Results screen - Reports tab

a - Reports table b - Expand top table c - Sample Results 
table

d - Expand bottom 
table
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To select a sample report and view the data

1. On the Sample Results screen, Reports tab (Figure 5-2), Use the vertical scroll bar to 
navigate through the records in the table.

2. Click the Filter icon to filter the data by specific categories. See Filtering Results 
Data on page 104 for instructions.

3. To expand the records table on the upper portion of the screen, click the Expand  
button (b). Any other table on the screen closes and the Expand  button changes to 
the Show Split View  button.

4. To sort the data in the records table in ascending or descending order by column 
heading, click the column heading (for example, Timestamp).

5. To return to the view of multiple tables, click the Show Split View  button.

6. Select a report to view its analysis details Sample Results table on the lower portion of 
the screen. Use the vertical scroll bar to navigate through the records in the table. Use 
the horizontal scroll bar to view additional columns.

7. To expand the Sample Results table on the lower portion of the screen, click the 
Expand Results  button (see Figure 5-2, at d, on page 98). The records table closes 
and the Expand Results  button changes to the Show Split View  button.

Figure 5-3: Sample Reports Screen with Expanded Sample Results Table

8. To return to the view of multiple tables, click the Show Split View  button.

9. To view a graph, export or print the report, click the associated Graph..., Export..., or 
Print... button. If DataGuard is enabled, you can review and sign the report from this 
screen as well. See “Graphing Results Data” on page 110 and “Printing and Exporting 
Results Data” on page 125 for more information.

NOTE: Reports larger than 5,000 records cannot be printed or exported to 
PDF. They can only be exported as .txt, .xlsx, and .csv.
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The Protocol Results Screen
To display the Protocol Results screen, click the Data History D icon and select the 
Protocol Results menu option. Figure 5-4 shows the Protocol Results screen, which 
has four tabs. Each tab displays a separate screen: User Protocols, Calibrations, 
Verifications, or Validations.

Figure 5-4: Protocol Results Screen with Protocols and Results Tables

NOTE: The Signatures, Reviewed, and Approved columns, and the 
Review... and Signatures buttons appear on the four tabs of the Protocol 
Results screen only when DataGuard is enabled.

a - User Protocol table b - Expand top table c - Sample Results 
table

d - Expand bottom 
table
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To select a type of protocol results and view the data

1. On the Protocol Results screen (Figure 5-4), click the tab for the protocol results that 
you want to display.

2. Records matching the selected type appear in a table in the upper portion of the 
screen (Figure 5-4, at a). For example, if you selected the User Protocols tab, user 
protocol records appear in the table.

Use the vertical scroll bar to navigate through the records in the table.

3. To expand the records table on the upper portion of the screen, click the Expand  
button (Figure 5-4, at b). Any other table on the screen closes and the Expand  
button changes to the Show Split View  button.

4. To sort the data in the records table in ascending or descending order by column 
heading, click the column heading (for example, Timestamp or Analyzer Name).

5. To return to the view of multiple tables, click the Show Split View  button.

6. To view a summary of results (for Calibrations, Verifications, and Validations only), 
select a protocol and click the Summary button. The Results Summary dialog box 
appears.

7. Select a record to view its analysis details Sample Results table on the lower portion 
of the screen. Use the vertical scroll bar down and up to navigate through the records 
in the table. Use the horizontal scroll bar to view additional columns.
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NOTE: Four of the column headings in the Sample Results table always 
appear: Timestamp, Sample Name, Step #, and Rep #. The other column 
headings (for example: Lot #, Sample Type, TOC, IC, and TC) are set by 
selecting options in the Application Display area of the Displayed Data tab on 

the Settings screen. For more information, see “To configure the data displayed in the 
DataShare Elite application” on page 26

8. To expand the Sample Results table on the lower portion of the screen, click the 
Expand Results  button. The records table closes and the Expand Results  button 
changes to the Show Split View  button (similar to the example in Figure 5-2).

9. To return to the view of multiple tables, click the Show Split View  button.

Viewing Archived Data
DataShare Elite allows you to view data from one archive file at a time on the Sample 
Results and Protocol Results screens. The data from the archive file is separate from the 
data in the active DataShare Elite database. You cannot view both sets of data at the 
same time. If you back up, archive, or restore data while you are viewing data from an 
archive file, DataShare Elite backs up, archives, or restores data in the active DataShare 
Elite database, not the archived data that you are viewing.

NOTE: You can view error history data in the archive file on the Errors screen 
and DataGuard audit trail data in the archive file on the Audit Trail screen.

To view an archive file

1. Click the Data History D icon and select the View Archive... menu option. The 
Select DataShare Elite Archive File dialog box appears as a File Explorer window.

2. Navigate to the archive file, select it, and click Open. A progress bar appears while 
DataShare Elite loads the data from the archive file in place of the data in the active 
DataShare Elite database. The archived data then appears on the Sample Results 
screen, the four tabs of the Protocol Results screen, the two tabs of the Errors screen, 
and — if DataGuard is enabled — the three tabs of the Audit Trail screen. A red 
Archived Data  icon appears in the upper left corner of each of those screens to 
indicate that you are viewing archived data (not the active DataShare Elite database).
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Figure 5-5: Sample Results Screen with Archived Data

3. To see the directory path and name of the archive file being viewed, hover the cursor 
over the Archived Data  icon.

4. You can view the data from the archive file in the same ways that you can view the 
data in the active database. The Archived Data  icon appears on all the screens 
with archived data.

5. To once again view the data in the active DataShare Elite database or to load data 
from another archive file, click the Data History D icon and select the Close 
Archive... menu option. DataShare Elite displays the data in the active database in the 
Sample Results window.
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FILTERING RESULTS DATA

On the Sample Results screen and on the four tabs of the Protocol Results screen, you can filter 
results data in the active DataShare Elite database. You can filter results data by:

Sample Results:

• Timestamp

• Analyzer S/N (serial number)

• Analyzer Type

• Analyzer Name

• Protocol Type

• Sample Name

• Sample Type

• Sample Mode

• Rejected

• Results data types (TC, TC, IC, rCond, Temp, tCond)

• (DataGuard only) Geography (Location, Site, Region)

Protocol Results:

• Timestamp

• Protocol Name

• Analyzer S/N (serial number)

• Analyzer Type

• Analyzer Name

• (DataGuard only) Signature

• (DataGuard only) Signature Workflow

• (DataGuard only) Geography (Location, Site, Region)

• Sample Name

The options that appear on the menu for filtering data vary based on the options that have been 
selected in the Application Display area of the Displayed Data tab on the Settings screen. For 
more information, see “To configure the data displayed in the DataShare Elite application” on 
page 26
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To filter results data

Use this procedure to narrow down the displayed data from all results to a subset of the 
results.

1. On the Sample Results screen or any of the four tabs on the Protocol Results screen, 
click the Filter icon. A menu for selecting a filter appears. Figure 5-6 shows the types 
of filters for sample results when DataGuard has been enabled.

Figure 5-6: Filter Options for Data on Sample Results Screen

NOTE: Timestamp and Sample Name always appear as options on the filter 
menu. Other data must be selected in the Application Display area of the 
Displayed Data tab on the Settings screen in order to appear as options on 
the filter menu. For example, Rejected appears on the filter menu only when it 

is selected in the Application Display area of the Displayed Data tab. For more 
information, see “To configure the data displayed in the DataShare Elite application” on 
page 26
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2. To specify a date or date range for the filtered data, select the Timestamp filter. The 
Timestamp dialog box appears. If you do not want to specify a date or date range, go 
to Step 6.

NOTE: You can filter data in any order. You can specify other filters before 
you specify the Timestamp filter, or you can specify other filters without 
specifying the Timestamp filter.

3. Select an option on the Filter list:  (equal to), (not equal to),  (after or greater 
than),  (greater than or equal to), (less than or equal to),  (falling before or less 
than), Between, or Not Between.

4. Based on the Filter option you selected, specify a date Value or a range of dates 
between Value 1 and Value 2.

To specify a date, you can:

• Type the date in the Value (1 or 2) field.
• Select the date by clicking the Calendar  icon next to the date field.

Click the day you want, or use the Previous  and Next buttons to navigate to 
the month and year, then click the day you want.
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5. When you finish, click the OK button. An indicator that the Timestamp filter is active 
appears next to the Filter icon.

6. To filter the data by Analyzer serial numbers (S/N) or the names of protocols, select 
the Analyzer S/N or Protocol Name filter. The Analyzer S/N or Protocol Name dialog 
box appears. If you do not want to filter the data by Analyzer serial numbers or the 
names of protocols, go to Step 11.

7. Select an option from the Filter list: Contains, Does Not Contain, Is, Is Not, Starts 
With, or Ends With.

8. Specify the Value for filtering. (When typing more than one word, all words must be in 
the exact sequential order. The field is not case sensitive.) Examples:
• To display data for an Analyzer with serial number 1065, select Is for the Filter and 

specify 1065 for the Value.
• To display data for all previously run multipoint protocols, select Contains for the 

Filter and specify multipoint for the Value.

9. When you finish, click the OK button. An indicator that the Analyzer S/N or Protocol 
Name filter is active appears next to the Filter  icon.

10. Specify values for the other filter (Analyzer S/N or Protocol Name) or continue to the 
next step.

11. To filter the data by the type of Analyzer, select the Analyzer Type filter. The Analyzer 
Type dialog box appears. If you do not want to filter the data by Analyzer serial 
number, go to Step 15.

12. Select an option from the Filter list:  (equal to) or (not equal to).

13. On the Value list, select a type of Analyzer (such as M500, M9, or CheckPoint).

14. When you finish, click the OK button. An indicator that the Analyzer Type filter is 
active appears next to the Filter icon.
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15. If DataGuard is enabled, you can set filters for Location, Site, and/or Region.
• To filter data by Location — Select the Geography filter and then select the 

Location subfilter. Select an option form the Filter list:   (equal to) or (not equal 
to). On the Value list, select a location.

• To filter data by Site — Select the Geography filter and then select the Site 
subfilter. Select an option from the Filter list:  (equal to) or (not equal to). On the 
Value list, select a site.

• To filter data by Region — Select the Geography filter and then select the Region 
subfilter. Select an option from the Filter list:   (equal to) or (not equal to). On 
the Value list, select a region.

16. When you finish specifying values for a filter, click the OK button. An indicator that the 
filter is active appears next to the Filter icon.

17. If you are filtering sample results, you can set six more filters:
• To filter data by Protocol Type — Select the Protocol Type filter. Select a Filter 

option:  (equal to) or (not equal to). On the Value list, select either None or 
Custom. Sample results with Protocol Type None do not have a name in the 
Protocol Name column. Sample results with Protocol Type Custom do have a 
name in the Protocol Name column.

• To filter results data by Sample Name — Select the Sample Name filter. Select an 
option from the Filter list: Contains, Does Not Contain, Is, Is Not, Starts With, or 
Ends With. In the Value field, type one or more words found in the name of a 
previously-run protocol (or protocols), such as Sample 1. (When typing more than 
one word, all words must be in the exact sequential order. The field is not case 
sensitive.)

• To filter data by Sample Type — Select the Sample Type filter. Select a Filter 
option:  (equal to) or (not equal to). In the Value field, select a value from the 
list of Sample Types (such as Blank, Linearity, or Rs).

• To filter results data by Sample Mode — Select the Sample Mode filter. Select an 
option from the Filter list:   (equal to) or (not equal to). On the Value list, select 
Autosampler, Averaged, Grab, Multi-Grab, Online, Timed, or Unknown.
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• To filter data by Rejected — Select the Rejected filter. Select a Filter option:  
(equal to) or (not equal to). On the Value list, select either Not Rejected or 
Rejected.

• To filter results data by data type (TOC, TC, IC, rCond, Temp, and/or tCond) — 
Select the Results filter and then select a subfilter: TOC, TC, IC, rCond, Temp, or 
tCond.

Select an option on the Filter list:  (greater than),  (greater than or equal to), 
(less than or equal to),  (less than), or Between.

Based on the Filter option you selected, specify a Value or a range of values 
(Value 1, the lowest value in the range, and Value 2, the highest value in the 
range). Each value can have up to three decimal places. The units for TOC, TC, 
and IC are ppb. The units for rCond and tCond are μS/cm. The unit for Temp is 
°C.

NOTE: You can set filters for multiple results data types. For example, you 
can set filters for TOC and IC or for rCond, Temp, and tCond.

18. When you finish specifying values for a filter, click the OK button. An indicator that the 
filter is active appears next to the Filter icon.

19. If you are filtering protocol results with DataGuard enabled, you can filter the data by 
signatures (user names). Select the Signature filter. The Signature dialog box 
appears. If you do not want to filter the data by signatures, go to Step 23.

20. Select an option from the Filter list: Contains, Does Not Contain, Is, Is Not, Starts 
With, or Ends With.

21. Specify the Value for filtering. When you type more than one word, all words must be 
in the exact sequential order. The field is not case sensitive. For example, to display 
data signed by Alice Carmichael, select Contains for the Filter and specify carmichael 
for the Value. To enter Alice Carmichael’s full user name, select Is for the Filter and 
specify alice carmichael for the Value.

22. When you finish, click the OK button. An indicator that the filter is active appears next 
to the Filter icon.

23. To review the values for a filter, hover over the filter.

24. To change the values for a filter, click its indicator. The dialog box in which you 
specified the values appears. Change the values and click the OK button.

25. To remove one or more filters, click the  on the right side of the filter indicator.
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GRAPHING RESULTS DATA

This section includes instructions for viewing sample results and protocol results in a graphical 
format using the configurable Trend Data format. Use the Analyzer Comparison format to 
compare the data from two or more instruments in a graphical format.

Refer to these topics:

• “To view sample results data in a graph”
• “To compare sample results between Analyzers / Sensors” on page 118
• “To view protocol results data in a graph” on page 124

To view sample results data in a graph

1. When you are ready to graph the data displayed on the Sample Results screen or on 
one of the four tabs of the Protocol Results screen, click the Graph... button. The 
Graph Options dialog box appears. If graphing Sample Results, the pop-up shown 
below will appear; for Protocol Results, the pop-up will not offer Analyzer Comparison.

2. Select Trend Data. To compare Sample Result data between Analyzers, see “To 
compare sample results between Analyzers / Sensors” on page 118

3. Select one or more of the following results data types to include: TOC, TC, IC, rCond, 
Temp, or tCond.

NOTE: The data to be graphed determines which Data Types appear on the 
Graph Options dialog box. For example, you are displaying 654 result 
records. The result records have TOC, TC, and IC data but no rCond, Temp, 
or tCond data. Only the TOC, TC, and IC data types will appear on the Graph 

Options dialog box. The configuration of the Default Graph Data settings determines 
whether a check mark appears in the selection boxes for the data types. For more 
information, see “To configure default graph data” on page 23
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4. Click the OK button. The graph appears.

If you are graphing one or more of TOC, IC, and TC or one or more of rCond, Temp, 
and tCond, the single graph shown in Figure 5-7 appears.

If you are graphing both one or more of TOC, IC, and TC and one or more of rCond, 
Temp, and tCond, the graph with multiple tabs shown in Figure 5-8 appears.

Figure 5-7: Graph for TOC

NOTE: When both TOC/IC/TC and rCond/temp/tCond result data types are 
selected, DataShare Elite produces separate graphs for TOC (including IC 
and TC) and Conductivity, and a combined graph for both.
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Figure 5-8: Multiple Graphs for TOC, TC, IC and rCond, Temp, and tCond

5. When both TOC/IC/TC and rCond/temp/tCond result data types are selected, 
DataShare Elite produces separate graphs for TOC (including IC and TC) and 
Conductivity, and a combined graph for both (Figure 5-8, at a). Click a tab to view its 
corresponding graph.

6. To specify options for the data displayed on the graphs, click the Graph Options 
button or the the Open  icon above Graph Options (Figure 5-8, at b).The Graph 
Options pop-out dialog box appears.

NOTE: The Graph Paging Period function (Figure 5-8, at c), is described on 
page 115.

a - Data types b - Graph Options c - Graph paging period
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Figure 5-9: Graph Options Dialog Box

7. Put a check mark in the Auto check boxes for Y-Axis Customization, in which 
DataShare Elite supplies the values on the Y-axis based on the lowest and highest 
data points. For example, if a TOC/TC/IC graph has data points between 100 ppb and 
1000 ppb, put a check mark in the Auto check box for the TOC (ppb) Y-axis to have 
DataShare Elite supply a range of Y-axis values from 100 ppb to 1000 ppb.

In Figure 5-9 DataShare Elite is supplying the range of values on all three Y-axes:

• The TOC (ppb) Y-axis, which appears on both the TOC/TC/IC graph and a 
combined graph for TOC/TC/IC and conductivity (rCond and tCond)

• The Conductivity (μS / cm) Y-axis, which appears on both the conductivity (rCond, 
Temp, and tCond) graph and a combined graph for TOC/TC/IC and conductivity 
(rCond and tCond)

• The Temperature (°C) Y-axis, which appears on the conductivity (rCond, Temp, 
and tCond) graph
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8. To specify a range of values for one of the Y-axes, remove the check mark from the 
Auto check box. Figure 5-10 shows the Graph Options dialog box with the check mark 
removed from the TOC (ppb) Y-axis.

Figure 5-10: Graph Options Dialog Box Showing Min/Max Y-Axis Values

9. Specify minimum and maximum values for the Y-axis. In Figure 5-10 the minimum 
value is 100 and the maximum value is 300. Specify whole numbers. If you specify a 
decimal number, DataShare Elite will replace it with the nearest whole number.

10. If the graph has multiple tabs, repeat Step 8 and Step 9 for each Y-axis whose 
minimum and maximum values you want to specify.
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11. Select a shape for the data points on the graph: None, Circle (default), Square, 
Triangle, Cross, or Star.

12. Select a size for the data points: 0, 0.5, 1, 1.5, 2, 2.5, 3, 3.5, 4, 4.5, or 5. Figure 5-11 
shows a graph with Circle data points displayed at Size 5.

Figure 5-11: Graph with Size 5 Circle Data Points

Using the Graph Paging Period to display data

The Graph Paging Period is valuable for displaying the data in a more useful way. It 
does not change the data itself, but lets you “zoom in” on the data points that are most 
relevant. The next steps in this procedure explain how to change the amount of data 
displayed in the graph that you are viewing.

NOTE: Do NOT click the Close button while you are specifying graph 
options. DataShare Elite will close the Graph window and returns to the 
Sample Results screen.
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You can adjust the Graph Paging Period in three ways: 

• If you select the Graph Paging Period from File Options, your choices are Full 
Selection, 1 Hour, 4 Hours, 8 Hours, 12 Hours, 1 Day, 1 Week, 1 Month, 
3 Months, 6 Months, or 1 Year. For example, you are viewing three graphs (TOC, 
Conductivity, and Combined) with data that spans a 12-hour period. To print or 
save one set of three graphs, with each graph containing all 12 hours of data, 
select Full Selection. To print or save the sets of three graphs, with each graph 
containing four hours of data, select 4 Hours. Click the Close  icon to close the 
Graph Options pop-out dialog box.
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• The Quick View dialog box: To change the amount of data displayed in the graph, 
click Quick View and select an option: All, 1 Hour, 4 Hours, 8 Hours, 12 Hours, 
1 Day, 1 Week, 1 Month, 3 Months, 6 Months, or 1 Year.

• The sliding Graph Paging Bar:

13. To print a graph or export it to a file, see “Printing and Exporting Results Data” on 
page 125

14. When you finish working with the graph, click the Close button to return to the Sample 
Results or Protocol Results screen.
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To compare sample results between Analyzers / Sensors

This procedure provides instructions for comparing sampling results data from two or 
more instruments in a graphical format.

1. On the Sample Results screen, click the Graph... button. The Graph Options dialog 
box appears.

2. Select the Analyzer Comparison option. The Select Data Type field and a list of 
available Analyzers by Analyzer type and serial number appear.

NOTE: The Error Message  icon indicates that you must select at least 
one Analyzer. Hover the mouse pointer over the icon to see the error 
message.

Select this option.
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3. Select a results data type (TOC, IC, TC, rCond, Temp, or tCond) from the Data Type 
list.

4. In the Available column, select one (or more, shift + click) Analyzers or Sensors to 
compare. Click the right  arrow to move the selection(s) into the Selected column. 
(To remove an Analyzer or Sensor from the Selected column, select it and click the 
left  arrow to move it back to the Available column.)

5. Click the OK button. A graph appears with color-coordinated data points for each 
Analyzer or Sensor that you selected.
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Figure 5-12: Graph Comparing Analyzers

6. To specify options for the data displayed on the graph, click the Open  icon above 
Graph Options. The Graph Options pop-out dialog box appears.
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Figure 5-13: Graph Options Dialog Box

7. Put a check mark in the Auto check box for a Y-Axis Customization option to have 
DataShare Elite supply the values on the Y-axis based on the lowest and highest data 
points. For example, if a TOC/TC/IC graph has data points between 100 ppb and 200 
ppb, put a check mark in the Auto check box for the TOC (ppb) Y-axis to have 
DataShare Elite supply a range of Y-axis values from 100 ppb to 200 ppb. See Figure 
5-13.

8. To specify a range of values for the Y-axis, remove the check mark from the Auto 
check box. Figure 5-14 on page 122 shows the Graph Options dialog box with the 
check mark removed from the TOC (ppb) Y-axis.
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Figure 5-14: Graph Options Dialog Box Showing Min/Max Y-Axis Values

9. Specify minimum and maximum values for the Y-axis. In Figure 5-14 the minimum 
value is 118 and the maximum value is 125. Specify whole numbers. If you specify a 
decimal number, DataShare Elite will replace it with the nearest whole number.

10. Select a shape for the data points on the graph: None, Circle (default), Square, 
Triangle, Cross, or Star.

11. Select a size for the data points: 0, 0.5, 1, 1.5, 2, 2.5, 3, 3.5, 4, 4.5, or 5.

12. If you are going to print or save the graph, select the Graph Paging Period. Your 
choices are Full Selection, 1 Hour, 4 Hours, 8 Hours, 12 Hours, 1 Day, 1 Week, 
1 Month, 3 Months, 6 Months, or 1 Year. For example, you are viewing a graph with 
data that spans a 12-hour period. To print or save one graph with all 12 hours of data, 
select Full Selection. To print or save three graphs, with each graph containing four 
hours of data, select 4 Hours.

NOTE: The Graph Paging Period has no effect on the data that you are 
viewing. The next steps in this procedure explain how to change the amount 
of data displayed in the graph that you are viewing.

13. Click the Close  icon to close the Graph Options pop-out dialog box.

NOTE: Do NOT click the Close button while you are specifying graph 
options. When you click that button, DataShare Elite closes the Graph window 
and returns to the Sample Results or Protocol Results screen.
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14. To change the amount of data displayed in the graph (Figure 5-15):
• Click Quick View and select an option: All, 1 Hour, 4 Hours, 8 Hours, 12 Hours, 

1 Day, 1 Week, 1 Month, 3 Months, 6 Months, or 1 Year.
• Adjust the size of the sliding bar by clicking and dragging the arrows on either side 

of the bar.

Figure 5-15: Selecting Data to be Graphed

15. To view different portions of the graph data, move the sliding bar. To print a graph or 
export it to a file, see “Printing and Exporting Results Data” on page 125

16. When you finish working with the graph, click the Close button to return to the Sample 
Results screen.

Quick 
View 
option

Sliding bar shows which 
interval of graph data is 
selected to view.

Start date and time (hh:mm:ss) and end date and time for the displayed data. 
When you move the sliding bar, the values in these display fields change.
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To view protocol results data in a graph

1. When you are ready to graph the data for a selected protocol result displayed on one 
of the four tabs of the Protocol Results screen, click the Graph... button. The Graph 
Options dialog box appears.

2. Select one or more of the following results data types to include: TOC, TC, IC, rCond, 
Temp, or tCond.

NOTE: Default results data types that appear on the Graph Options dialog 
box are configured on the General tab of the Settings screen. For instructions, 
see “To configure default graph data” on page 23 Also, if the data to be 
graphed does not include one or more of the results data types, those data 

types do not appear on the Graph Options dialog box.

3. Click the OK button to view the graph.

4. To print a graph or export it to a file, see “Printing and Exporting Results Data” on 
page 125

5. When you finish working with the graph, click the Close button to return to the 
Protocol Results screen.
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PRINTING AND EXPORTING RESULTS DATA

DataShare Elite allows you to print results data in tabular format and graphical format. 
Additionally, you can export results data in one or more of the following file formats: text (*.txt), 
comma separated values (*.csv), Microsoft Excel (*.xlsx), and PDF (*.pdf).

Reports larger than 5,000 records cannot be printed or exported to PDF. They can only be 
exported as .txt, .xlsx, and .csv.

You can password protect exported Microsoft Excel and PDF files.

See “Exporting Results Data” on page 133

Printing Results Data
This section includes:

• “To print sample results data or save it to a file” on page 126
• “To print protocol results data or save it to a file” on page 128
• “To print a graph or save it to a file” on page 130
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To print sample results data or save it to a file

1. While you are viewing data on the Sample Results screen, click the Print... button. 
The Print Preview window appears.

NOTE: Remember to filter your sample results data before you print.

Figure 5-16: Print Preview for Sample Results

The print preview includes a graph (three graphs when the sample results include 
both TOC/TC/IC and conductivity/temperature data). Figure 5-17 on page 127 shows 
the last page of the print preview in Figure 5-16.

NOTE: The header that appears on the report is pre-defined on the General 
tab of the Settings screen. To set up or revise a header, see “To configure the 
report header” on page 20
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Figure 5-17: Graphs Included in Print Preview for Sample Results

2. Review the print preview to make sure that it contains the data that you want to print. 
Click the Print button to either print a hard copy or save a PDF of the file.

NOTE: If an Adobe PDF print program is installed on the computer, it will 
show as one of the available printers. 

3. On the Print Preview window, click the Close button.
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To print protocol results data or save it to a file

1. While you are viewing a specific protocol on the Protocol Results screen, click the 
Print... button. The Print Preview window appears.

Figure 5-18: Print Preview for Protocol Results

As with Sample results, the Protocol results print preview includes a graph. It also 
includes an optional signature block on the last page of the print preview (Figure 5-
19). 

NOTE: The signature block is optional. On the General tab of the Settings 
screen, you can specify whether to include the signature block. See “To 
configure print options” on page 22
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Figure 5-19: Signature Block Included in Print Preview for Protocol Results

2. Review the print preview to make sure that it contains the data that you want to print. 
Click the Print button to either print a hard copy or save a PDF of the file. 

NOTE: If an Adobe PDF print program is installed on the computer, it will 
show as one of the available printers. 

3. On the Print Preview window, click the Close button.
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To print a graph or save it to a file

1. While you are displaying the graph you configured in “Graphing Results Data” on 
page 110, click the Print... button. The Print Preview window appears.

2. Click the Print button. The Windows Print dialog box appears.

3. Review the print preview to make sure that it contains the data that you want to print. 
Click the Print button to either print a hard copy or save a PDF of the file.

NOTE: If an Adobe PDF print program is installed on the computer, it will 
show as one of the available printers. You can select it to print the graph to a 
PDF file.

4. On the Print Preview window, click the Close button.

5.  To save the graph as a file, on the open Graph window, click the Save... button. The 
Save Graph dialog box appears.
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6. In the Export File Name Begins With field, type an identifier to precede each file name 
for files saved or leave the default text, Graph.

7. Select (check mark) or de-select (no check mark) one or more of the following file 
types:
• JPG
• PNG
• PDF
• PDF (Protected) 

NOTE: The list includes all possible file types; however, only those files types 
that have been pre-defined as default values appear in the dialog box. For 
more information about setting default values, see “To configure which output 
file types are enabled” on page 29 
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8. (Optional) If you selected the PDF Protected file type and have suitable privileges, 
you can change the password by typing a new password, and you can change the 
mode (Encrypted or Read-Only). A user must enter the password to open a fully 
encrypted file. A user can open a read-only file without the password, but the user 
must enter the password to change the contents of the file.

9. For each file type selected, click the Folder picon. The corresponding Windows 
Select Folder window appears for users with appropriate privileges.

10. Navigate to a folder for storing the file, highlight it, and click Select Folder.

11. Repeat steps 9 and 10 for each file type you have selected.

12. After selecting and completing file type options, click the Save button. In each 
specified location, DataShare Elite creates and saves a file for the selected file type.

NOTE: If your print preview is a set of three graphs (TOC, Conductivity, and 
Combined), each graph is saved in a separate JPG or PNG file. All three 
graphs are saved in one PDF file.

13. Click the OK button when DataShare Elite prompts you that the export is complete.

14. On the Graph window, click the Close button.
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Exporting Results Data
You can export sample results data and protocol results data in one or more of the 
following file formats: text (*.txt), comma separated values (*.csv), Microsoft Excel 
(*.xlsx), and PDF (*.pdf). Users with the Customize Allowed Export Types permission 
have options to protect exported Microsoft Excel and PDF files with passwords.

To export results data

1. While you are viewing data on the Sample Results screen or one of the tabs on the 
Protocol Results screen, click the Export... button. The Export Options window 
appears.

Figure 5-20: Export Options for Sample Results

2. In the Export File Name Begins With field, type an identifier to include in the name of 
the exported files or leave the default text. This default text varies based on the 
results data (for example, Sample_Results or Verification_Results) and is 
customizable on the Reports / Exports tab of the Settings screen. For more 
information, see “Configuring Reports / Exports Settings” on page 29)
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3. Select (check mark) or de-select (no check mark) one or more of the following file 
types for exporting options:

• Text

• CSV

• Microsoft Excel

• Microsoft Excel (Protected)

• PDF

• PDF (Protected)

NOTE: The list includes all possible file types; however, only those files types 
that have been pre-defined as default values appear in the dialog box. For 
more information about setting default values, see “Configuring Reports / 
Exports Settings” on page 29 

4. (Optional) If you selected the Microsoft Excel Protected or PDF Protected file type 
and you have suitable privileges, you must either use the default password (if one is 
present, the Password field will be populated with a series of dots), or type a new 
password. You can also change the mode (Encrypted or Read-Only)—a user must 
enter the password to open a fully encrypted file. A user can open a read-only file 
without the password, but the user must enter the password to change the contents of 
the file.

5. For each file-type option selected, click the Windows Folder icon. The corresponding 
Windows Select Folder window appears for users with appropriate privileges.

6. Navigate to and select a folder for storing the file and click the Select Folder button. 
The defined file path appears in the Folder: field on the Export Options window. 

7. Repeat Step 5 and Step 6 for each file type to export.

8. After selecting and completing file type options, click the Export button. DataShare 
Elite exports a file for each defined file type in the specified location, and an Export 
Complete message appears. 

9. Click the OK button.
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Creating a Custom Report
You can create a report from existing Sample Results and Protocol Results in the Data 
History screen that is saved in the Reports tabs of each Results screen. On the Reports 
tab, the reports you create can then be filtered, printed, and exported.

To create a custom report

1. Click the Data History D icon and select either Sample Results or Protocol Results 
on the Data History menu. The Sample Results or Protocol Results screen appears.

Sample Results are used for illustrating this procedure—the method for Protocol 
Results is the same.

2. Click the Filter F icon to narrow the scope of the results data to be reported. See 
“Filtering Results Data” on page 104 for guidance.

Reports larger than 5,000 records cannot be printed or exported to PDF. They can only 
be exported as .txt, .xlsx, and .csv.

3. Click the Create Report button. The Create Sample (or Protocol) Report dialog box 
appears:
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4. Review the Report Name (this field is editable), Items (the number of records in the 
report), and Filters, then click Create Report. The Sample (or Protocol) Results 
screen displays the Reports tab.

5. From here, you can select the report from the list and follow the signature workflow 
detailed in “Working with Electronic Signatures” on page 137.

You can also graph, print, and export the data as detailed in “Graphing Results Data” 
on page 110 and “Printing and Exporting Results Data” on page 125.
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WORKING WITH ELECTRONIC SIGNATURES

(DataGuard-Enabled Systems Only)

DataShare Elite allows users with the appropriate permission to electronically sign a protocol 
results record.

When you sign the record, DataShare Elite requires a reason and allows you to add an optional 
comment. DataShare Elite can be configured to require a comment. For more information, see 
the Require Signature Comments option in “To configure security settings” on page 74

Electronic signatures that have been added to protocol results are available for review on the four 
tabs of the Protocol Results screen. To filter protocol results by electronic signatures, see “To 
filter results data” on page 105

Electronic signatures are included with exported and printed protocol results. One of the 
DataShare Elite settings places the following text on Signature lines: [Electronically Signed by 
Name] where Name is the name of the user who signed the protocol result. Another DataShare 
Elite setting places the following text on blank Comments lines: [No comment entered]. The 
settings have no effect on signatures displayed by clicking the Signatures button. For more 
information, see “To configure print options” on page 22

This section contains the following procedures:

• “To sign reports electronically” on page 138
• “To review electronic signatures” on page 140
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To sign reports electronically

Use this procedure to add an electronic signature and the reason for the signature to a 
selected protocol, sample, or audit trail report. Adding a comment is optional unless 
DataGuard is configured to require comments.

The following procedure uses Protocol Results as an example. The same actions 
can be performed on Sample Results and Audit Trail Reports as well.

1. Navigate to the protocol result and select it. For example if you want to sign the result 
of a validation protocol, click the Data History D icon and select the Protocol 
Results menu option. Click the Validations tab. In the Validations table, find the 
protocol that you want to sign, and select it.

Figure 5-21: Validation protocol results to be signed

2. Click the Review... button or Approve... button, depending on the status of the 
selected protocol (Figure 5-21 shows an SDBS Suitability validation protocol that 
needs to be reviewed). The Review Protocol Result dialog box (Figure 5-22 on 
page 139) appears (if the result was previously reviewed but needed approval, this 
would be the Approve Protocol Result dialog box).
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Figure 5-22: Review Protocol Result dialog box

The dialog box displays the Workflow status (whether it has been reviewed and 
approved), the current Action needed (Review Protocol Result), and the permission 
required for signing (Sign Validation Result). Users must have that permission as part 
of their assigned role in order to sign the results file. For more information, refer to 
“Managing User Roles” on page 52

3. Complete the following:
• User ID—The Preserve User ID From Last Signature DataGuard configuration 

setting pre-populates the User ID field while you are logged in to DataShare Elite. 
For more information, see “Configuring DataGuard Security Settings” on page 73.

• Password
• Reason (optional)—DataShare Elite will accept any reason with 25 or fewer 

characters. The reasons supplied by DataGuard when it is enabled on the 
DataShare Elite software are: Reviewed Result, Approved Result, Rejected 
Result, and Other (other custom reasons can be added by users with appropriate 
permissions).

• Comments (optional)—Comments are optional unless DataGuard has been 
configured to require them. For more information, see “Configuring DataGuard 
Security Settings” on page 73.

4. Click the OK button. Your signature appears in the Signatures column for the protocol 
result. If the requisite Review and Approve signatures have been completed, the box 
will be checked in the Reviewed and/or Approved columns.



CREATING A CUSTOM REPORT. . . . . . . . . . . . . . . . . . . . . . . . . . . . .

DataShare Elite User Guide
DUG 59000-02 EN Rev. A 140 © 2024 Veolia

Chapter 5

Signatures (users’ names, signature dates, reasons, and comments) appear in 
exported and printed reports and are recorded in the DataShare Elite audit trail. For 
more information, see “Working with the Audit Trail (DataGuard Only)” on page 152.

5. To review all the signatures that have been applied to a report, continue to “To review 
electronic signatures”

To review electronic signatures

Use this procedure to review the electronic signatures added to a selected report.

The following procedure uses Protocol Results as an example. The same actions 
can be performed on Sample Results and Audit Trail Reports as well.

1. Navigate to the protocol result and select it. For example if you want to review the 
signatures added to the result of a calibration protocol, click the Data History D 
icon and select the Protocol Results menu option. Click the Validations tab. In the 
Validations table, find the protocol that you want to review, and select it.
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2. Click the Signatures button. The Signatures dialog box appears.

NOTE: The Signatures button is active only when the results contain one or 
more electronic signatures.

The dialog box displays the name of the protocol results, the user name of the signer, 
the date and time on which the protocol result was signed, the reason for the 
signature, and any comment added to the signature. If two or more users have signed 
the protocol result, all signatures are displayed in the dialog box.

3. Click the OK button to close the window.

Manual Signature Block Option

DataShare Elite has a configuration option that automatically adds a manual signature 
block to the end of any printed and/or saved protocol results report, as Figure 5-19 on 
page 129 shows. DataGuard does not need to be enabled to use the manual signature 
block option. For more information about adding a manual signature block, see “To 
configure print options” on page 22
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Managing DataShare Elite data involves backing up and restoring the active DataShare Elite 
database as well as archiving older data to keep the database from becoming too large. For 
information about archiving data, see “To archive data in the database” on page 145.

NOTE: If you are using SQL Server Express, the DataShare Elite database 
cannot exceed 10 GB.

After data is archived, it no longer can be restored to the active DataShare Elite database. 
Archived data can be viewed separately on Data History D screens (Sample Results and the 
four tabs of Protocol Results), Errors screens (Analyzers and DataShare Elite), and — if 
DataGuard is enabled — Audit Trail screens (Analyzers, DataPro2, and DataShare Elite). For 
more information, see “To view an archive file” on page 102.

You can always back up the database or archive data manually. In addition, you can configure 
DataShare Elite to back up the database and archive data automatically.

Users perform all the DataShare Elite database management functions on the Database screen.

This chapter discusses:

• “Database Screen” on page 143
• “Manual Data Management” on page 144
• “Automatic Data Management” on page 148
• “Working with the Audit Trail (DataGuard Only)” on page 152
• “Working with Data about Errors” on page 177
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On the Database screen (click the Management M icon and select Database on the 
Management menu), a user with appropriate privileges can:

• Back up and restore the active DataShare Elite database
• Remove older data from the active DataShare Elite database by archiving it to a computer 

or network
• Configure DataShare Elite to back up the database and archive data automatically

Figure 6-1 shows the Database screen before the first backup. The current size of the database 
appears near the top of the screen.

Figure 6-1: Database Screen
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MANUAL DATA MANAGEMENT

This section contains the following procedures:

• "To back up the database"
• “To archive data in the database” on page 145
• “To restore the database” on page 147

To back up the database

This procedure allows the user to manually back up the current active DataShare Elite 
database as a regular safety measure as well as before a firmware upgrade or an 
expected system shutdown. Backing up also can be done automatically. To configure 
settings for automatic backups, see “To automatically back up the database and archive 
data” on page 148

1. Click the Management M icon and select Database on the Management menu. The 
Database screen appears (Figure 6-1 on page 143).

2. Click the Backup... button. The Select Backup Folder dialog box appears.

3. Navigate to the folder for DataShare Elite backups, highlight it, and click the Select 
Folder button.

DataShare Elite places a copy of the database in the selected folder. A progress bar 
appears while DataShare Elite processes the backup. When the backup is complete, 
a Database backup successful message appears.

4.  Click the OK button.
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To archive data in the database

This procedure allows the user to manually remove older data from the active DataShare 
Elite database according to the date selected on the Configure Archive dialog box. After 
the data is archived to a folder on a computer or network, the data can no longer be 
restored, but the data in the archive file can be viewed on Data History D screens 
(Sample Results and the four tabs of Protocol Results), Errors screens (Analyzers and 
DataShare Elite), and — if DataGuard is enabled — Audit Trail screens (Analyzers, 
DataPro2, and DataShare Elite). Before DataShare Elite runs the archive, it backs up the 
database.

When you archive data, DataShare Elite archives all data: sample results, protocol 
results, error history, and — if DataGuard is enabled — audit trail data. You cannot 
remove specific kinds of data (for example, error history or audit trail data) before you 
archive data.

Archiving can be done automatically. To configure settings for automatic archives, see “To 
automatically back up the database and archive data” on page 148

1. Click the Management M icon and select Database on the Management menu. The 
Database screen appears (Figure 6-1 on page 143).

2. Click the Archive... button. The Configure Archive dialog box appears.

3. Click the Folder picon next to the Archive Folder: dialog box. The Select Folders for 
Backup and Archive dialog box appears.

4. Navigate to the folder for DataShare Elite archives, highlight it, and click the Select 
Folder button. The Configure Archive dialog box reappears.

5. Click the Folder picon next to the Backup Folder: dialog box. The Select Folders for 
Backup and Archive dialog box reappears.

6. Navigate to the folder for DataShare Elite backups, highlight it, and click the Select 
Folder button. The Configure Archive dialog box reappears.
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7. In the Archive Data Prior To: field, specify the earliest date for which you want to keep 
data in the DataShare Elite database. For example, specify 8/16/2020 if you want to 
archive data for 8/15/2020 and all previous dates. Data for 8/16/2020 and all following 
dates will remain in the database.

To specify the date, you can:

• Type the date in the Archive Data Prior To: field.
• Select the date by clicking the Calendar  icon next to the date field.

Click the day you want, or use the Previous  and Next buttons to navigate to 
the month and year, then click the day before which to backup and archive the data.

8. Click Archive. DataShare Elite backs up the entire database to the selected backup 
folder. DataShare Elite then writes all data older than the date specified to the archive 
file and removes that data from the database. A progress bar appears while 
DataShare Elite backs up the database and processes the archive. When the archive 
is complete, an Archive successful message appears.

9.  Click the OK button.
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To restore the database

This procedure overwrites the active DataShare Elite database with a previous database 
backed up on the computer or network. When a restore is performed, it automatically 
creates a backup of the active database to prevent any data from being destroyed.

1. Click the Management M icon and select Database on the Management menu. The 
Database screen appears. See Figure 6-1 on page 143.

2. Click Restore.... The Configure Restore dialog box appears.

3. Click the Search  icon next to the Restore File: dialog box. The Select Backup File to 
Restore dialog box appears.

4. Navigate to the backup file that you want to restore, highlight it, and click Open. The 
Configure Restore dialog box reappears.

5. Click the Folder p icon next to the Backup Folder: dialog box. The Select Backup 
Folder dialog box appears.

6. Navigate to the folder for DataShare Elite backups, highlight it, and click Select 
Folder. The Configure Restore dialog box appears again.

7. Click Restore. DataShare Elite backs up the entire database to the selected backup 
folder. DataShare Elite then writes the data in the selected backup file over the data in 
the current active DataShare Elite database. A progress bar appears while DataShare 
Elite backs up the database and processes the restore. When the restore is complete, 
a Restore successful message appears.

8.  Click the OK button.
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AUTOMATIC DATA MANAGEMENT

This section contains the following procedures:

• “To automatically back up the database and archive data” on page 148
• “To automatically back up the database” on page 151

NOTE: The options to automatically back up the database and to 
automatically archive data are available only on local installations of 
DataShare Elite.

To automatically back up the database and archive data

This procedure allows the user to automatically remove data older than a specified 
number of days from the active DataShare Elite database. After the data is archived to a 
folder on a computer or network, the data can no longer be restored, but the data in the 
archive file can be viewed on Data History D screens (Sample Results and the four 
tabs of Protocol Results), Errors screens (Analyzers and DataShare Elite), and — if 
DataGuard is enabled — Audit Trail screens (Analyzers, DataPro2, and DataShare Elite). 
Before DataShare Elite runs the archive, it backs up the database.

When you archive data, DataShare Elite archives all data: sample results, protocol 
results, error history, and — if DataGuard is enabled — audit trail data. You cannot 
remove specific kinds of data (for example, error history or audit trail data) before you 
archive data.
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1. Click the Management M icon and select Database on the Management menu. The 
Database screen appears (Figure 6-2).

Figure 6-2: Database Screen with Auto Archive and Auto Backup Enabled

2. In the Archive area of the Database screen, click the Folder picon next to the 
Archive Folder field to select the folder in which DataShare Elite will place the 
automatic archive files that it creates. The Select Folders for Backup and Archive 
dialog box appears.

3. Navigate to the folder for automatic archives, highlight it, and click the Select Folder 
button. DataShare Elite puts the directory path to the folder in the Archive Folder field 
on the Database screen.

4. Click the Folder picon next to the Backup Folder field to select the folder in which 
DataShare Elite will place the automatic backup files that it creates during the archive 
process. The Select Folders for Backup and Archive dialog box reappears.

5. Navigate to the folder for automatic backups during the archive process, highlight it, 
and click the Select Folder button. DataShare Elite puts the directory path to the 
folder in the Backup Folder field in the Archive area of the Database screen.

6. Select (check mark) the Auto Archive Enabled option.

7. In the Archive Every field, type the number of days in the interval between automatic 
archives.

a - Oldest record in 
database

b - Date of most 
recent backup

c - Auto-archive 
options

d - Auto-backup 
options
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8. In the Start on field, specify the date on which DataShare Elite will run the first 
automatic archive. If you specify a date in the past, DataShare Elite will wait for the 
number of days specified in the Archive Every field before running the first automatic 
archive.

To specify the date, you can:

• Type the date in the Start on field.
• Select the date by clicking the Calendar  icon next to the date field.

Click the day you want, or use the Previous  and Next buttons to navigate to 
the month and year, then click the day you want.

9. Type the time of the automatic archive in the Run at field. Use 24-hour time. For 
example, to run the automatic archive at 11:00 pm, type 23:00.

10. In the Data Older Than field, type the age in days of the data to be removed from the 
active DataShare Elite database and archived. For example, to archive data older 
than 60 days, type 60. The minimum age of data to be removed is 15 days.

11. Click the Save button. If you do not want to save your changes to automatic archive 
options, click the Revert button to restore the values prior to your changes.

NOTE: After you enable the automatic Archive function, the manual Archive 
function will default to the Archive folder and Backup folder that you specified 
for the automatic Archive. The Archive Data Prior To date will default to a date 
determined by the value that you specified in the Data Older Than field for the 

automatic Archive. For example, if today’s date is 10/15/2020, and you specified 60 
days in the Data Older Than field, the default date in the Archive Data Prior To field will 
be 8/16/2020. To perform a manual data archive, see “To archive data in the database” 
on page 145
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To automatically back up the database

A back up stores the data in a file on your computer or network but does not remove the 
data from DataShare Elite.

1. Click the Management M icon and select Database on the Management menu. The 
Database screen appears. See Figure 6-2 on page 149.

2. In the Backup area of the Database screen, click the Folder picon next to the 
Backup Folder field to select the folder in which DataShare Elite will place the 
automatic backup files that it creates. The Select Backup Folder dialog box appears.

3. Navigate to the folder for automatic backups, highlight it, and click Select Folder. 
DataShare Elite puts the directory path to the folder in the Backup Folder field in the 
Backup area of the Database screen.

4. Select (check mark) the Auto Backup Enabled option. See Figure 6-2 on page 149.

5. In the Backup Every field, type the number of days in the interval between automatic 
backups.

6. In the Start on field, specify the date on which DataShare Elite will run the first 
automatic backup. If you specify a date in the past, DataShare Elite will wait for the 
number of days specified in the Backup Every field before running the first automatic 
backup.

To specify the date, you can:

• Type the date in the Start on field.
• Select the date by clicking the Calendar  icon next to the date field.

Click the day you want, or use the Previous  and Next buttons to navigate to 
the month and year, then click the day you want.
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7. Type the time of the automatic backup in the Run at field. Use 24-hour time. For 
example, to run the automatic backup at 11:00 pm, type 23:00.

NOTE: To avoid potential errors in backing up the database, ensure that the 
time of the first automatic backup is at least 15 minutes in the future.

8. Click the Save button. If you do not want to save your changes to automatic backup 
options, click the Revert button to restore the values prior to your changes.

WORKING WITH THE AUDIT TRAIL (DATAGUARD ONLY)
An audit trail is a chronology of events that describes when each user creates, modifies, or 
deletes data. Each audit trail entry details what event was performed, when the event was 
performed, and the User ID (DataGuard Signature) of the person who performed the operation. 
The audit trail also details failed attempts to create users.

When DataGuard is enabled, DataShare Elite contains either three or four types of audit trail 
data, depending on whether data has been imported for DataPro2:

• Audit trail data imported into DataShare Elite for specific Analyzers (that have DataGuard 
enabled)

• Audit trail data for the activities of DataShare Elite users
• Audit trail data that has been imported into DataShare Elite for DataPro2
• Audit trail reports that have been created to allow for electronic review and signature

In addition to working with audit trail data in the active DataShare Elite database, you can work 
with archived audit trail data. For more information, see “Viewing Archived Audit Trail Data” on 
page 177.

This section contains the following procedures:

• “To display audit trail data for Analyzers” on page 153
• “To display audit trail data for DataPro2” on page 154
• “To display audit trail data for DataShare Elite” on page 156
• “To filter audit trail data” on page 157
• “To print audit trail data or save it to a file” on page 173
• “To export audit trail data” on page 174
• “To create an audit trail report that can be signed electronically” on page 176
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To display audit trail data for Analyzers

1. Click the DataGuard L icon and select Audit Trail on the DataGuard menu. The Audit 
Trail screen appears.

2. Click the Analyzers tab. Figure 6-3 shows the Analyzers tab on the Audit Trail screen.
T

Figure 6-3: Analyzers Tab on Audit Trail Screen

The Analyzers tab on the Audit Trail screen contains a table of imported audit trail 
records for specific Analyzers. Six of the column headings always appear: 
Timestamp, Event Code, Event, Old Value, New Value, and Signature. The other 
column headings (for example: Analyzer Type, Analyzer S/N, and Location) are set by 
selecting options in the Application Display area of the Displayed Data screen. For 
more information, see “To configure the data displayed in the DataShare Elite 
application” on page 26.

DataShare Elite loads audit trail data into the display area 100 records at a time. Each 
set of 100 records is a “page.” If the active DataShare Elite database has 773 records 
for audit trail data and the display shows the first 100 records, the page control in the 
lower right corner of the screen shows 1/8.

3. Drag the vertical scroll bar (located on the right of the table) down and up to navigate 
through the records on a page.

A horizontal scroll bar may also appear (depending upon the width of the Analyzers 
tab on the Audit Trail screen and the number of columns displayed.
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4. To navigate through the pages, do one of the following:
• Click the Next  button or the Previous  button.
• Type a number in the page number field and press Enter.

A horizontal scroll bar may also appear (depending upon the width of the Audit Trail 
screen and the number of columns displayed.

5. You can sort the data in ascending or descending order by clicking a column heading, 
such as Timestamp, Analyzer Type, Analyzer S/N, Analyzer Type, and Event Code. 
You cannot sort the data by Event, Old Value, New Value, Signature, or Location.

6. To limit the number of records displayed on the Audit Trail screen, filter the data by 
specific categories. Refer to “Filtering Audit Trail Data” on page 157 for instructions.

To display audit trail data for DataPro2

The DataPro2 tab appears on the Audit Trail screen only when audit trail data from 
DataPro2 has been imported into DataShare Elite.

1. Click the DataGuard L icon and select Audit Trail on the DataGuard menu. The Audit 
Trail screen appears.

2. Click the DataPro2 tab. Figure 6-4 shows the DataPro2 tab on the Audit Trail screen.
T

Figure 6-4: DataPro2 Tab on Audit Trail Screen

The DataPro2 tab on the Audit Trail screen contains a table of audit trail records for 
DataPro2. You cannot set options to display different headings on DataShare Elite 
tab. 
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DataShare Elite loads audit trail data into the display area 100 records at a time. Each 
set of 100 records is a “page.” If the active DataShare Elite database has 216 records 
for DataPro2 audit trail data and the display shows the first 100 records, the page 
control in the lower right corner of the screen shows 1/3.

3. Drag the vertical scroll bar (located on the right of the table) down and up to navigate 
through the records on a page.

A horizontal scroll bar may also appear (depending upon the width of the DataPro2 
tab on the Audit Trail screen and the number of columns displayed.

4. To navigate through the pages, do one of the following:
• Click the Next  button or the Previous  button.
• Type a number in the page number field and press Enter.

5. You can sort the data in ascending or descending order by clicking the Event, Details, 
Old Value, New Value, and Comments column headings. You cannot sort the data by 
the other column headings.

6. To limit the number of records displayed on the Audit Trail screen, filter the data by 
specific categories. Refer to “Filtering Audit Trail Data” on page 157 for instructions.
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To display audit trail data for DataShare Elite

1. Click the DataGuard L icon and select Audit Trail on the DataGuard menu. The Audit 
Trail screen appears.

2. Click the DataShare Elite tab. Figure 6-5 shows the DataShare Elite tab on the Audit 
Trail screen.

T

Figure 6-5: DataShare Elite Tab on Audit Trail Screen

The DataShare Elite tab on the Audit Trail screen contains a table of audit trail records 
for DataShare Elite. DataShare Elite loads audit trail data into the display area 100 
records at a time. Each set of 100 records is a page. Drag the vertical scroll bar 
(located on the right of the table) down and up to navigate through the records on a 
page, and drag the horizontal scroll bar to see additional columns.

3. To navigate through the pages, do one of the following:
• Click the Next  button or the Previous  button.
• Type a number in the page number field and press Enter.

You can sort the data in ascending or descending order by clicking the Event, Details, 
Old Value, New Value, and Comments column headings. You cannot sort the data by 
the other column headings.

To limit the number of records displayed on the Audit Trail screen, filter the data by 
specific categories. Refer to “Filtering Audit Trail Data” on page 157 for instructions.
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Filtering Audit Trail Data
On the four tabs of the Audit Trail screen, you can filter audit trail data in the DataShare 
Elite database. This section includes instructions for filtering audit trail data under each of 
the four tabs. Click a link to view the options under a tab:

• "Analyzers tab"
• “DataPro2 tab” on page 162
• “DataShare Elite tab” on page 166
• “Reports tab” on page 170

To filter audit trail data

Use this procedure to narrow down the displayed data from all audit trail records to a 
subset of the records.

The options that appear on the menu for filtering data vary based on the tab selected, 
and the options that have been selected in the Application Display area of the Displayed 
Data tab on the Settings screen. 

Analyzers tab

1. Click the Filter icon.

2. Select a filter type.

• Timestamp

A. To specify a Timestamp date or date range for the filtered data, select the 
Timestamp filter. The Timestamp dialog box appears. 

B. Select an option on the Filter list:  (equal to), (not equal to),  (after or 
greater than),  (greater than or equal to), (less than or equal to),  (falling 
before or less than), Between, or Not Between.
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C. Based on the Filter option you selected, specify a date Value or a range of 
dates between Value 1 and Value 2.

To specify a date, you can:

• Type the date in the Value, Value 1, or Value 2 field.
• Select the date by clicking the Calendar  icon next to the Value, 

Value 1, or Value 2 field. A calendar appears.

Use the Previous  and Next buttons to navigate to the month and year, 
then click the day you want.

D. When you finish, click the OK button. An indicator that the Timestamp filter is 
active appears next to the Filter icon.

• Analyzer Name

A. To filter the data by Analyzer name, select the Analyzer Name filter. The 
Analyzer Name dialog box appears.

B. Select an option from the Filter list: Contains, Does Not Contain, Is, Is Not, 
Starts With, or Ends With.

C. Specify the Value for filtering. When you type more than one word, all words 
must be in the exact sequential order. The field is not case sensitive. 

D. When you finish, click the OK button. An indicator that the Analyzer Name 
filter is active appears next to the Filter icon.

• Analyzer S/N

A. To filter the data by Analyzer serial number, select the Analyzer S/N filter. The 
Analyzer S/N dialog box appears. 

B. Select an option from the Filter list: Contains, Does Not Contain, Is, Is Not, 
Starts With, or Ends With.

C. Specify the Value for filtering. The field is not case sensitive. 

D. When you finish, click the OK button. An indicator that the Analyzer S/N filter 
is active appears next to the Filter icon.
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• Analyzer Type

A. To filter the data by Analyzer type, select the Analyzer Type filter. The Analyzer 
Type dialog box appears. 

B. Select a Filter option:  (equal to) or (not equal to). 

C. Select a Value from the list of Analyzers.

D. When you finish, click the OK button. An indicator that the Analyzer Type filter 
is active appears next to the Filter icon.

• Event Code

A. To specify an event code or a range of event codes for the filtered data, select 
the Event Code filter. The Event Code dialog box appears. 

B. Select an option on the Filter list:  (equal to), (not equal to),  (greater than), 
 (greater than or equal to), (less than or equal to),  (less than), Between, 
or Not Between.

C. Based on the Filter option you selected, specify a event code in the Value field 
or a range of event codes (Value 1, the lowest event code in the range, and 
Value 2, the highest event code in the range).

D. When you finish, click the OK button. An indicator that the Event Code filter is 
active appears next to the Filter icon.

• Event

A. To filter the data by Events (named), select the Event filter. The Event dialog 
box appears.

B. Select an option from the Filter list: Contains, Does Not Contain, Is, Is Not, 
Starts With, or Ends With.

C. Specify the Value for filtering. When you type more than one word, all words 
must be in the exact sequential order. The field is not case sensitive. 

D. When you finish, click the OK button. An indicator that the Events filter is 
active appears next to the Filter icon.
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• Old Value

A. To filter the data by Old Value, select the Old Value filter. The Old Value dialog 
box appears. 

B. Select an option from the Filter list: Contains, Does Not Contain, Is, Is Not, 
Starts With, or Ends With.

C. Specify the Value for filtering. When you type more than one word, all words 
must be in the exact sequential order. The field is not case sensitive. 

D. When you finish, click the OK button. An indicator that the Old Value filter is 
active appears next to the Filter icon.

• New Value

A. To filter the data by New Value, select the New Value filter. The New Value 
dialog box appears. 

B. Select an option from the Filter list: Contains, Does Not Contain, Is, Is Not, 
Starts With, or Ends With.

C. Specify the Value for filtering. When you type more than one word, all words 
must be in the exact sequential order. The field is not case sensitive. 

D. When you finish, click the OK button. An indicator that the New Value filter is 
active appears next to the Filter icon.

• Signature

A. To filter the data by signatures (user names), select the Signature filter. The 
Signature dialog box appears. 

B. Select an option from the Filter list: Contains, Does Not Contain, Is, Is Not, 
Starts With, or Ends With.

C. Specify the Value for filtering. When you type more than one word, all words 
must be in the exact sequential order. The field is not case sensitive. 

D. When you finish, click the OK button. An indicator that the Signature filter is 
active appears next to the Filter icon.
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• Geography

A. To filter the data by the physical location of a data source, select the 
Geography filter and choose Location, Site, or Region from the dropdown list. 
The Location, Site, or Region dialog box appears, based on your choice.

B. Select an option from the Filter list:  (equal to) or (not equal to).

C. On the Value list, select an option.

D. When you finish, click the OK button. An indicator that the filter is active 
appears next to the Filter icon.

• Reviewed

A. To filter the data by whether or not it has been reviewed, select the Reviewed 
filter. The Reviewed dialog box appears. 

B. The Filter list has a set selection:  (equal to).

C. Select the check box for Review Completed if you want to see only results with 
completed reviews.

D. When you finish, click the OK button. An indicator that the filter is active 
appears next to the Filter icon.
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DataPro2 tab

1. Click the Filter icon.

2. Select a filter type.

• Timestamp

A. To specify a Timestamp date or date range for the filtered data, select the 
Timestamp filter. The Timestamp dialog box appears. 

B. Select an option on the Filter list:  (equal to), (not equal to),  (after or 
greater than),  (greater than or equal to), (less than or equal to),  (falling 
before or less than), Between, or Not Between.

C. Based on the Filter option you selected, specify a date Value or a range of 
dates between Value 1 and Value 2.

To specify a date, you can:

• Type the date in the Value, Value 1, or Value 2 field.
• Select the date by clicking the Calendar  icon next to the Value, 

Value 1, or Value 2 field. A calendar appears.

Use the Previous  and Next buttons to navigate to the month and year, 
then click the day you want.

D. When you finish, click the OK button. An indicator that the Timestamp filter is 
active appears next to the Filter icon.
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• Event Code

A. To specify an event code or a range of event codes for the filtered data, select 
the Event Code filter. The Event Code dialog box appears. 

B. Select an option on the Filter list:  (equal to), (not equal to),  (greater than), 
 (greater than or equal to), (less than or equal to),  (less than), Between, 
or Not Between.

C. Based on the Filter option you selected, specify a event code in the Value field 
or a range of event codes (Value 1, the lowest event code in the range, and 
Value 2, the highest event code in the range).

D. When you finish, click the OK button. An indicator that the Event Code filter is 
active appears next to the Filter icon.

• Event

A. To filter the data by Events (named), select the Event filter. The Event dialog 
box appears.

B. Select an option from the Filter list: Contains, Does Not Contain, Is, Is Not, 
Starts With, or Ends With.

C. Specify the Value for filtering. When you type more than one word, all words 
must be in the exact sequential order. The field is not case sensitive. 

D. When you finish, click the OK button. An indicator that the Events filter is 
active appears next to the Filter icon.

• Details

A. To filter the data by Details, select the Details filter. The Details dialog box 
appears.

B. Select an option from the Filter list: Contains, Does Not Contain, Is, Is Not, 
Starts With, or Ends With.

C. Specify the Value for filtering. When you type more than one word, all words 
must be in the exact sequential order. The field is not case sensitive. 

D. When you finish, click the OK button. An indicator that the Details filter is 
active appears next to the Filter icon.
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• Old Value

A. To filter the data by Old Value, select the Old Value filter. The Old Value dialog 
box appears. 

B. Select an option from the Filter list: Contains, Does Not Contain, Is, Is Not, 
Starts With, or Ends With.

C. Specify the Value for filtering. When you type more than one word, all words 
must be in the exact sequential order. The field is not case sensitive. 

D. When you finish, click the OK button. An indicator that the Old Value filter is 
active appears next to the Filter icon.

• New Value

A. To filter the data by New Value, select the New Value filter. The New Value 
dialog box appears. If you do not want to filter the data by old value, go to the 
next filter type.

B. Select an option from the Filter list: Contains, Does Not Contain, Is, Is Not, 
Starts With, or Ends With.

C. Specify the Value for filtering. When you type more than one word, all words 
must be in the exact sequential order. The field is not case sensitive. 

D. When you finish, click the OK button. An indicator that the New Value filter is 
active appears next to the Filter icon.

• Signature

A. To filter the data by signatures (user names), select the Signature filter. The 
Signature dialog box appears. 

B. Select an option from the Filter list: Contains, Does Not Contain, Is, Is Not, 
Starts With, or Ends With.

C. Specify the Value for filtering. When you type more than one word, all words 
must be in the exact sequential order. The field is not case sensitive. 

D. When you finish, click the OK button. An indicator that the Signature filter is 
active appears next to the Filter icon.
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• Comments

A. To filter the data by comments, select the Comments filter. The Comments 
dialog box appears. 

B. Select an option from the Filter list: Contains, Does Not Contain, Is, Is Not, 
Starts With, or Ends With.

C. Specify the Value for filtering. When you type more than one word, all words 
must be in the exact sequential order. The field is not case sensitive. 

D. When you finish, click the OK button. An indicator that the Comments filter is 
active appears next to the Filter icon.

• Reviewed

A. To filter the data by whether or not it has been reviewed, select the Reviewed 
filter. The Reviewed dialog box appears. If you do not want to filter the data by 
its review status, go to the next filter type.

B. The Filter list has a set selection:  (equal to).

C. Select the check box for Review Completed if you want to see only results with 
completed reviews.

D. When you finish, click the OK button. An indicator that the filter is active 
appears next to the Filter icon.
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DataShare Elite tab

1. Click the Filter icon.

2. Select a filter type.

• Timestamp

A. To specify a Timestamp date or date range for the filtered data, select the 
Timestamp filter. The Timestamp dialog box appears. 

B. Select an option on the Filter list:  (equal to), (not equal to),  (after or 
greater than),  (greater than or equal to), (less than or equal to),  (falling 
before or less than), Between, or Not Between.

C. Based on the Filter option you selected, specify a date Value or a range of 
dates between Value 1 and Value 2.

To specify a date, you can:

• Type the date in the Value, Value 1, or Value 2 field.
• Select the date by clicking the Calendar  icon next to the Value, 

Value 1, or Value 2 field. A calendar appears.

Use the Previous  and Next buttons to navigate to the month and year, 
then click the day you want.

D. When you finish, click the OK button. An indicator that the Timestamp filter is 
active appears next to the Filter icon.
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• Event Code

A. To specify an event code or a range of event codes for the filtered data, select 
the Event Code filter. The Event Code dialog box appears. 

B. Select an option on the Filter list:  (equal to), (not equal to),  (greater than), 
 (greater than or equal to), (less than or equal to),  (less than), Between, 
or Not Between.

C. Based on the Filter option you selected, specify a event code in the Value field 
or a range of event codes (Value 1, the lowest event code in the range, and 
Value 2, the highest event code in the range).

D. When you finish, click the OK button. An indicator that the Event Code filter is 
active appears next to the Filter icon.

• Event

A. To filter the data by Events (named), select the Event filter. The Event dialog 
box appears. 

B. Select an option from the Filter list: Contains, Does Not Contain, Is, Is Not, 
Starts With, or Ends With.

C. Specify the Value for filtering. When you type more than one word, all words 
must be in the exact sequential order. The field is not case sensitive. 

D. When you finish, click the OK button. An indicator that the Events filter is 
active appears next to the Filter icon.

• Details

A. To filter the data by Details (for example, the user who initiated the event or on 
which computer it occurred), select the Details filter. The Details dialog box 
appears. 

B. Select an option from the Filter list: Contains, Does Not Contain, Is, Is Not, 
Starts With, or Ends With.

C. Specify the Value for filtering. The field is not case sensitive. 

D. When you finish, click the OK button. An indicator that the Details filter is 
active appears next to the Filter icon.
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• Old Value

A. To filter the data by Old Value, select the Old Value filter. The Old Value dialog 
box appears.

B. Select an option from the Filter list: Contains, Does Not Contain, Is, Is Not, 
Starts With, or Ends With.

C. Specify the Value for filtering. When you type more than one word, all words 
must be in the exact sequential order. The field is not case sensitive. 

D. When you finish, click the OK button. An indicator that the Old Value filter is 
active appears next to the Filter icon.

• New Value

A. To filter the data by New Value, select the New Value filter. The New Value 
dialog box appears. 

B. Select an option from the Filter list: Contains, Does Not Contain, Is, Is Not, 
Starts With, or Ends With.

C. Specify the Value for filtering. When you type more than one word, all words 
must be in the exact sequential order. The field is not case sensitive. 

D. When you finish, click the OK button. An indicator that the New Value filter is 
active appears next to the Filter icon.

• Signature

A. To filter the data by signatures (user names), select the Signature filter. The 
Signature dialog box appears.

B. Select an option from the Filter list: Contains, Does Not Contain, Is, Is Not, 
Starts With, or Ends With.

C. Specify the Value for filtering. When you type more than one word, all words 
must be in the exact sequential order. The field is not case sensitive. 

D. When you finish, click the OK button. An indicator that the Signature filter is 
active appears next to the Filter icon.
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• Comments

A. To filter the data by comments, select the Comments filter. The Comments 
dialog box appears. 

B. Select an option from the Filter list: Contains, Does Not Contain, Is, Is Not, 
Starts With, or Ends With.

C. Specify the Value for filtering. When you type more than one word, all words 
must be in the exact sequential order. The field is not case sensitive. 

D. When you finish, click the OK button. An indicator that the Comments filter is 
active appears next to the Filter icon.

• Reviewed

A. To filter the data by whether or not it has been reviewed, select the Reviewed 
filter. The Reviewed dialog box appears. If you do not want to filter the data by 
its review status, go to the next filter type.

B. The Filter list has a set selection:  (equal to).

C. Select the check box for Review Completed if you want to see only results with 
completed reviews.

D. When you finish, click the OK button. An indicator that the filter is active 
appears next to the Filter icon.
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Reports tab

1. Click the Filter icon.

2. Select a filter type.

• Timestamp

A. To specify a Timestamp date or date range for the filtered data, select the 
Timestamp filter. The Timestamp dialog box appears. 

B. Select an option on the Filter list:  (equal to), (not equal to),  (after or 
greater than),  (greater than or equal to), (less than or equal to),  (falling 
before or less than), Between, or Not Between.

C. Based on the Filter option you selected, specify a date Value or a range of 
dates between Value 1 and Value 2.

To specify a date, you can:

• Type the date in the Value, Value 1, or Value 2 field.
• Select the date by clicking the Calendar  icon next to the Value, 

Value 1, or Value 2 field. A calendar appears.

Use the Previous  and Next buttons to navigate to the month and year, 
then click the day you want.

D. When you finish, click the OK button. An indicator that the Timestamp filter is 
active appears next to the Filter icon.
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• Report Name

A. To filter the data by report name, select the Report Name filter. The Report 
Name dialog box appears. 

B. Select an option from the Filter list: Contains, Does Not Contain, Is, Is Not, 
Starts With, or Ends With.

C. Specify the Value for filtering. When you type more than one word, all words 
must be in the exact sequential order. The field is not case sensitive. 

D. When you finish, click the OK button. An indicator that the Report Name filter 
is active appears next to the Filter icon.

• Count (Reports)

A. To filter report data by count, select the Count filter. The Count dialog box 
appears.

B. Select an option on the Filter list:  (equal to), (not equal to),  (after or 
greater than),  (greater than or equal to), (less than or equal to),  (falling 
before or less than), Between, or Not Between.

C. Based on the Filter option you selected, specify a Value or a range between 
Value 1 and Value 2.

D. When you finish, click the OK button. An indicator that the Count filter is active 
appears next to the Filter icon.

• Created By (Reports)

A. To filter the data by who created the report (User names), select the Created 
By filter. The Created By dialog box appears.

B. Select an option from the Filter list: Contains, Does Not Contain, Is, Is Not, 
Starts With, or Ends With.

C. Specify the Value for filtering. When you type more than one word, all words 
must be in the exact sequential order. The field is not case sensitive. 

D. When you finish, click the OK button. An indicator that the Created By filter is 
active appears next to the Filter icon.
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• Signature

A. To filter the data by signatures (user names), select the Signature filter. The 
Signature dialog box appears. 

B. Select an option from the Filter list: Contains, Does Not Contain, Is, Is Not, 
Starts With, or Ends With.

C. Specify the Value for filtering. When you type more than one word, all words 
must be in the exact sequential order. The field is not case sensitive. 

D. When you finish, click the OK button. An indicator that the Signature filter is 
active appears next to the Filter icon.

• Signature Workflow (Reports)

A. To filter the data by whether or not the workflow is complete, select the 
Signature Workflow filter. The Signature Workflow dialog box appears. 

B. The Filter list has a set selection:  (equal to).

C. Select the check box for Workflow Complete if you want to see only results 
with completed workflow.

D. When you finish, click the OK button. An indicator that the filter is active 
appears next to the Filter icon.

3. When you finish specifying values for a filter, click the OK button. An indicator that the 
filter is active appears next to the button.

4. To review the values for a filter, hover over the filter. The values appear in a small text 
box next to the filter.

5. To change the values for a filter, click its indicator. The dialog box in which you 
specified the values appears. Change the values and click the OK button.

6. To remove one or more filters, click the  on the right side of the filter indicator. To 
remove all filters, click the  on every filter indicator.
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Printing and Exporting Audit Trail Data
DataShare Elite allows you to print audit trail data. See “To print audit trail data or save it 
to a file” on page 173.

Additionally, you can export audit trail data in one or more of the following file formats: text 
(*.txt), comma separated values (*.csv), Microsoft Excel (*.xlsx), and PDF (*.pdf).

You can password protect exported Microsoft Excel and PDF files.

See “To export audit trail data” on page 174.

To print audit trail data or save it to a file

1. While you are viewing data on the Audit Trail screen, click the Print... button. The 
Print Preview window appears, displaying the applied filters (Figure 6-6).

NOTE: Remember to filter your audit trail data before you print. 

Figure 6-6: Print Preview for Audit Trail Data
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2. Review the print preview to make sure that it contains the data that you want to print. 
To print the preview, go to the next step. To save the preview as a PDF file, go to Step 
5.

3. Click the Print button. The Windows Print dialog box appears.

4. Select a printer and click the Print button. The file prints to the specified printer. 

NOTE: If an Adobe PDF print program is installed on the computer, it will 
show as one of the available printers.

5. To save the print preview as a PDF file, click the Save As button on the Print Preview 
window. The Windows Save PDF window appears.

6. In the File name: field, type a file name and click the Save button. DataShare Elite 
saves a PDF file in the specified location.

7. On the Print Preview window, click the Close button.

To export audit trail data

1. While you are viewing data on the Audit Trail screen, click the Export... button. The 
Export Options window appears.

Figure 6-7: Export Options for Sample Results

2. In the File Prefix: field, type an identifier to include in the name of the exported files or 
leave the default text (Analyzer_Audits or DataGuard_Audits). This default text is 
customizable on the Reports / Exports tab of the Settings screen. For more 
information, see “To configure the default names of export files” on page 31).
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3. Select (check mark) or de-select (no check mark) one or more of the following file 
types for exporting options:
• Text
• CSV
• Microsoft Excel
• Microsoft Excel (Protected)
• PDF
• PDF (Protected)

NOTE: The list includes all possible file types; however, only those files types 
that have been pre-defined as default values appear in the dialog box. For 
more information about setting default values, see “To configure the default 
output folders” on page 32 

4. (Optional) If you selected the Microsoft Excel Protected or PDF Protected file type, 
you can change the password by typing a new password, and you can change the 
mode (Encrypted or Read-Only). A user must enter the password to open a fully 
encrypted file. A user can open a read-only file without the password, but the user 
must enter the password to change the contents of the file.

NOTE: When you select the Microsoft Excel (Protected) and/or PDF 
(Protected) file types as default values, you can specify the password and 
mode that appear in the dialog box. For more information about setting default 
values, see “To configure the default output folders” on page 32.

5. For each file-type option selected, click the Search icon. The corresponding Windows 
Select Folder window appears.

6. Navigate to and select a folder for storing the file and click the Select Folder button. 
The defined file path appears in the Folder: field on the Export Options window. 

7. Repeat steps Step 5 and Step 6 for each file type to export.

8. After selecting and completing file type options, click the Export button. DataShare 
Elite exports a file for each defined file type in the specified location, and an Export 
Complete message appears. 

9. Click the OK button.
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To create an audit trail report that can be signed electronically

1. Click the DataGuard L icon and select Audit Trail on the DataGuard menu. The Audit 
Trail screen appears.

2. Click the Filter F icon to narrow the scope of the audit trail data to be reported. See 
“To filter audit trail data” on page 157 for guidance.

Reports larger than 5,000 records cannot be printed or exported to PDF. They can only 
be exported as .txt, .xlsx, and .csv.

3. Click the Create Report button. The Create Audit Trail Report dialog box appears:

4. Review the Report Name (this field is editable), Items (the number of records in the 
report), and Filters, then click Create Report. The Audit Trail screen displays the 
Reports tab.

5. From here, you can select the Audit Trail Report from the list and follow the signature 
workflow detailed in “To sign reports electronically” on page 138.
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Viewing Archived Audit Trail Data
DataShare Elite allows you to view data from one archive file at a time on the two tabs of 
the Audit Trail screen. The data from the archive file is separate from the data in the active 
DataShare Elite database. You cannot view both sets of data at the same time. If you 
back up, archive, or restore data while you are viewing data from an archive file, 
DataShare Elite backs up, archives, or restores data in the active DataShare Elite 
database, not the archived data that you are viewing.

For instructions on loading archived data into DataShare Elite, see “To view an archive 
file” on page 102.

Working with Data about Errors

WORKING WITH DATA ABOUT ERRORS

DataShare Elite allows users to review two kinds of errors:

• Errors in data imported from Analyzers and Sensors. See “To display errors in data 
imported from Analyzers” on page 178.

• Errors that occur during operation of the DataShare Elite application. See “To display 
DataShare Elite errors” on page 179.

NOTE: DataShare Elite does not have a two-way connection with Analyzers. 
After you import error history data for an Analyzer, you can work with data in 
DataShare Elite (view the data, filter it, print it, and export it), but you cannot 
acknowledge errors by sending acknowledgment information back to the 

Analyzer.

In addition, you can work with archived data about errors. For more information, see “Viewing 
Archived Data about Errors” on page 185.
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To display errors in data imported from Analyzers

1. Click the Management M icon and select Errors on the Management menu. The 
Errors screen appears.

2. Click the Analyzers tab. Figure 6-8 shows the Analyzers tab on the Errors screen.
T

Figure 6-8: Analyzers Tab on Errors Screen

The Analyzers tab on the Errors screen contains a table of error records for all 
Analyzers whose imported data contains error history information. Four of the column 
headings always appear: Timestamp, Error Code, Details, and Debug. The other 
column headings (for example: Analyzer Type and Analyzer S/N) are set by selecting 
options in the Application Display area of the Displayed Data screen. For more 
information, see “To configure the data displayed in the DataShare Elite application” 
on page 26

Vertical and horizontal scroll bars may appear (depending on the amount of error 
data, the number of columns displayed, and the height and width of the Analyzers tab 
on the Errors screen).

3. You can sort the data in ascending or descending order by clicking a column heading, 
such as Timestamp, Analyzer Type, Analyzer S/N, Error Code, Ack Date 
(Acknowledged Date), and Ack By (Acknowledged By). You cannot sort the data by 
Details or Debug.

4. To limit the number of records displayed on the Analyzers tab of the Errors screen, 
filter the data by specific categories. Refer to “Filtering Data about Errors” on 
page 180 for instructions.
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To display DataShare Elite errors

1. Click the Management M icon and select Errors on the Management menu. The 
Errors screen appears.

2. Click the DataShare Elite tab. Figure 6-9 shows the DataShare Elite tab on the Errors 
screen.

T

Figure 6-9: DataShare Elite Tab on Errors Screen

The DataShare Elite tab on the Errors screen contains a table of error records for the 
DataShare Elite application.

A vertical scroll bar may appear (depending on the amount of error data).

3. You can sort the data in ascending or descending order by clicking a column heading: 
Timestamp, Analyzer Name (if enabled for view), Computer Name, Operator Name, 
Error Code, Ack Date (Acknowledged Date), and Ack By (Acknowledged By). You 
cannot sort the data by Message.

4. To limit the number of records displayed on the DataShare Elite tab of the Errors 
screen, filter the data by specific categories. Refer to “Filtering Data about Errors” on 
page 180 for instructions.
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Filtering Data about Errors
On the two tabs of the Errors screen, you can filter data about errors in the DataShare 
Elite database. This section includes instructions for filtering data about errors by:

• Timestamp
• Error Code

In addition, you can filter data about errors for Analyzers by:

• Analyzer S/N (serial number)
• Analyzer Type
• Geography (location, site, and region)
• Computer Name
• Operator Name

NOTE: This section lists all the available filtering options. The options that 
appear on the menu for filtering data vary based on the options that have 
been selected in the Application Display area of the Displayed Data tab on the 
Settings screen. For example, if you want Analyzer Type to appear on the 

menu for filtering data, you must display Analyzer Type on the Audit Trail screen by 
selecting Analyzer Type in the Application Display area of the Displayed Data tab on 
the Settings screen. Two of the filtering options always appear on the menu: Timestamp 
and Error Code. For more information, see “To configure the data displayed in the 
DataShare Elite application” on page 26

To filter data about errors

Use this procedure to narrow down the displayed data from all error records to a subset of 
the records.

1. On either of the two tabs on the Errors screen, click the Filter icon.

2. To specify a date or date range for the filtered data, select the Timestamp filter. The 
Timestamp dialog box appears. If you do not want to specify a date or date range, go 
to Step 6.

NOTE: You can filter data in any order. You can specify other filters before 
you specify the Timestamp filter, or you can specify other filters without 
specifying the Timestamp filter.

3. Select an option on the Filter list:  (equal to), (not equal to),  (after or greater 
than),  (greater than or equal to), (less than or equal to),  (falling before or less 
than), Between, or Not Between.
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4. Based on the Filter option you selected, specify a date Value or a range of dates 
between Value 1 and Value 2.

To specify a date, you can:

• Type the date in the Value, Value 1, or Value 2 field using the format mm/dd/yyyy.
• Select the date by clicking the Calendar  icon next to the Value, Value 1, or 

Value 2 field. A calendar appears.

Use the Previous  and Next buttons to navigate to the month and year, 
then click the day you want. Repeat the process for other fields as necessary.

5. When you finish, click the OK button. An indicator that the Timestamp filter is active 
appears next to the Filter icon.

6. To specify an error code or a range of error codes for the filtered data, select the Error 
Code filter. The Error Code dialog box appears. If you do not want to specify an error 
code or a range of event codes, go to Step 10.

7. Select an option on the Filter list:  (equal to), (not equal to),  (greater than),  
(greater than or equal to), (less than or equal to),  (less than), Between, or Not 
Between.

8. Based on the Filter option you selected, specify a error code in the Value field or a 
range of error codes (Value 1, the lowest error code in the range, and Value 2, the 
highest error code in the range).

9. When you finish, When you finish, click the OK button. An indicator that the Error 
Code filter is active appears next to the Filter  icon.

10. If you are filtering error records for Analyzers, you can set five more filters:
• To filter data by Analyzer Type — Select the Analyzer Type filter. Select a Filter 

option:  (equal to) or (not equal to). Select a Value from the list of Analyzers 
(such as M500, M9, or CheckPoint).

• To filter data by Analyzer S/N — Select the Analyzer S/N filter. Select an option 
from the Filter list: Contains, Does Not Contain, Is, Is Not, Starts With, or Ends 
With. In the Value field, type the serial number or a portion of the serial number.

• To filter data by Location — Select the Geography filter and then select the 
Location subfilter. Select an option form the Filter list:   (equal to) or (not equal 
to). On the Value list, select a location.

• To filter data by Site — Select the Geography filter and then select the Site 
subfilter. Select an option from the Filter list:  (equal to) or (not equal to). On the 
Value list, select a site.

• To filter data by Region — Select the Geography filter and then select the Region 
subfilter. Select an option from the Filter list:   (equal to) or (not equal to). On 
the Value list, select a region.

11. When you finish specifying values for a filter, When you finish, click the OK button. An 
indicator that the filter is active appears next to the Filter icon.
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12. If you are filtering error records for DataShare Elite, you can set two more filters:
• To filter data by Computer Name — Select the Computer Name filter. Select an 

option from the Filter list: Contains, Does Not Contain, Is, Is Not, Starts With, or 
Ends With. In the Value field, type all or a portion of the computer name.

• To filter data by Operator Name — Select the Operator Name filter. Select an 
option from the Filter list: Contains, Does Not Contain, Is, Is Not, Starts With, or 
Ends With. In the Value field, type all or a portion of the operator name. When you 
type more than one word, all words must be in the exact sequential order. The 
field is not case sensitive. For example, to display errors for Alice Carmichael, 
select Contains for the Filter and specify carmichael for the Value. To enter Alice 
Carmichael’s full user name, select Is for the Filter and specify alice carmichael for 
the Value.

13. When you finish specifying values for a filter, click the OK button. An indicator that the 
filter is active appears next to the Filter icon.

14. To review the values for a filter, hover over the filter. The values appear in a small text 
box next to the filter.

15. To change the values for a filter, click its indicator. The dialog box in which you 
specified the values appears. Change the values and click the OK button.

16. To remove one or more filters, click the  on the right side of the filter indicator. To 
remove all filters, click the  on every filter indicator.
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Printing and Exporting Data about Errors
DataShare Elite allows you to print data about errors. See “To print data about errors or 
save the data to a file” on page 183

Additionally, you can export data about errors in one or more of the following file formats: 
text (*.txt), comma separated values (*.csv), Microsoft Excel (*.xlsx), and PDF (*.pdf).

You can password protect exported Microsoft Excel and PDF files.

See “To export data about errors” on page 184

To print data about errors or save the data to a file

1. While you are viewing data on the Errors screen, click the Print... button. The Print 
Preview window appears.

NOTE: Remember to filter the data about errors before you print.

2. Review the print preview to make sure that it contains the data that you want to print. 
To print the preview, go to the next step. To save the preview as a PDF file, go to Step 
5.

3. Click the Print button. The Windows Print dialog box appears.

4. Select a printer and click the Print button. The file prints to the specified printer. 

NOTE: If an Adobe PDF print program is installed on the computer, it will 
show as one of the available printers. Separate instructions for saving the 
report as a PDF file are included in Step 5.

5. To save the print preview as a PDF file, click the Save As... button on the Print 
Preview window. The Windows Save PDF window appears.

6. In the File name: field, type a file name and click the Save button. DataShare Elite 
saves a PDF file in the specified location.

7. On the Print Preview window, click the Close button.



PRINTING AND EXPORTING DATA ABOUT ERRORS. . . . . . . . . . . . . . . . . . . . . . . . . . . . .Chapter 6

DataShare Elite User Guide
DUG 59000-02 EN Rev. A 184 © 2024 Veolia

To export data about errors
1. While you are viewing data on the Errors screen, click the Export... button. The 

Export Errors window appears.

2. In the File Prefix: field, type an identifier to include in the name of the exported files or 
leave the default text (Analyzer_Errors or DataGuard_Errors). This default text is 
customizable on the Reports / Exports tab of the Settings screen. For more 
information, see “To configure the default names of export files” on page 31

3. Select (check mark) or de-select (no check mark) one or more of the following file 
types for exporting options:
• Text
• CSV
• Microsoft Excel
• Microsoft Excel (Protected)
• PDF
• PDF (Protected)

NOTE: The list includes all possible file types; however, only those files types 
that have been pre-defined as default values appear in the dialog box. For 
more information about setting default values, see “To configure the default 
output folders” on page 32 

4. (Optional) If you selected the Microsoft Excel Protected or PDF Protected file type, 
you can change the password by typing a new password, and you can change the 
mode (Encrypted or Read-Only). A user must enter the password to open a fully 
encrypted file. A user can open a read-only file without the password, but the user 
must enter the password to change the contents of the file.

NOTE: When you select the Microsoft Excel (Protected) and/or PDF 
(Protected) file types as default values, you can specify the password and 
mode that appear in the dialog box. For more information about setting default 
values, see “To configure the default output folders” on page 32.

5. For each file-type option selected, click the Search icon. The corresponding Windows 
Select Folder window appears.

6. Navigate to and select a folder for storing the file and click the Select Folder button. 
The defined file path appears in the Folder: field on the Export Options window. 

7. Repeat Step 5 and Step 6 for each file type to export.

8. After selecting and completing file type options, click the Export button. DataShare 
Elite exports a file for each defined file type in the specified location, and an Export 
Complete message appears. 

9. Click the OK button.
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Viewing Archived Data about Errors
DataShare Elite allows you to view data from one archive file at a time on the two tabs of 
the Errors screen. The data from the archive file is separate from the data in the active 
DataShare Elite database. You cannot view both sets of data at the same time. If you 
back up, archive, or restore data while you are viewing data from an archive file, 
DataShare Elite backs up, archives, or restores data in the active DataShare Elite 
database, not the archived data that you are viewing.

For instructions on loading archived data into DataShare Elite, see “To view an archive 
file” on page 102.
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CHAPTER 7: TROUBLESHOOTING

Use this chapter for troubleshooting any common DataShare Elite installation and operational 
issues. This chapter includes a descriptions list of DataShare Elite errors that appear on the 
DataShare Elite tab of the Errors screen.

This chapter discusses:

• “The About Screen”
• “Common Troubleshooting Issues” on page 187

THE ABOUT SCREEN

The About screen includes the software version and support contact information, as well as a key 
number to provide to Technical Support for a password of the day in the case of a forgotten 
password.

To display the screen, click the Help i icon and select About on the Help menu.

Figure 7-1: About Screen
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COMMON TROUBLESHOOTING ISSUES

Installation Errors — If you experience difficulty installing DataShare Elite, be sure to carefully 
follow the instructions contained in the Installation Guide (DIN 59000-XX) contained in the 
DataShare Elite installation ZIP file. This document discusses the system prerequisites for 
successful installation, as well as troubleshooting tips. 

Due to the complex nature of this install, we recommend that an IT professional be present 
during the entire installation to ensure correct system configuration for DataShare Elite. 

DataShare Elite Software Access Errors — DataShare Elite requires read/write/delete 
permissions to the C:\ProgramData\Sievers\Temp folder, which is created by the application.

To configure DataShare Elite access permissions

1. In Windows Explorer, select View > Options > Change folder and search options.

2. Select the View tab.

3. In Advanced Settings, select Show Hidden files, folders, and drives.

4. Click the OK button.

5. Go to the C:\ProgramData\Sievers\ folder in Windows Explorer.

6. Right-click the Temp folder and select Properties.

7. Click the Security tab, then the Edit button.

8. If the user or user group to run DataShare Elite is already in the top pane, go to Step 
10.

9. To add a new user or user group:

• Click the Add.button.

• Enter the name of the user or user group that will be running DataShare Elite. Click 
Check Names to make sure the entry is correct.

• Click the OK button.

10. In the Permissions for Temp dialog box, select the user or user group.

11. Select the Full Control option to add all read/write permissions for this folder.

12. Click the Apply button.

13. Click the OK button.
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DataShare Elite Connection Problems

Database Errors Appearing in DataShare Elite — The source of the issue might be due 
to a lost connection between the computer running DataShare Elite and the SQL Server 
database.

Software Unresponsive — The software might temporarily become unresponsive when 
performing a database backup or archive. In this case, wait a few minutes and the 
software will automatically resume responsiveness.
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Appendix A: DP900RST Utility 

This appendix provides installation and usage instructions for the DP900RST file converter utility, 
which converts imported DataPro900 files for use with DataShare Elite.

To install DP900RST
1. Download DP900RSTSetup.exe from the link provided by your Veolia representative 

and save it to your PC.

2. Double-click the DP900RSTSetup.exe icon to launch the installation. Accept the 
terms of the license agreement and click Next.

NOTE: If Java 1.8 JRE is not installed, the Java Setup wizard appears. Follow 
the instructions in the wizard to install Java, and DP900RST installation will 
resume automatically. 

3. If Java 1.8 JRE is already installed, DP900RST installation will complete, and the 
following dialog box appears:

4. Click the Finish button to close the wizard. The DP900RST Utility is now installed at 
C:\GEAI\DP900RST. The folder contents should be something like the following:
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Using DP900RST to convert Sievers 900 Series 
data files
1. Before launching the utility, first manually place the input files to be converted (*.rst) 

into the DataPro900 Files folder (C:\GEAI\DP900RST\DataPro900 Files).

2. After moving the files, navigate back to the DP900RST directory. Double-click the 
DP900RST Executable Jar File. You might briefly see a blue spinning circle as the 
utility works in the background.
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When the conversion is finished, the encrypted .rst files are output in the DataShare 
Elite Import folder (C:\GEAI\DP900RST\DataShare Elite Import). Human-readable 
.csv files are output in the csv folder.

The input files that you copied into the DataPro900 Files folder in step 1 are deleted 
from that folder and placed into the Archive folder (C:\GEAI\DP900RST\Archive).

The output after each execution of DP900RST is recorded in text files in the logs 
folder (C:\GEAI\DP900RST\logs). Only two of each log file type is kept—each time 
DP900RST runs, it writes over the oldest file of the two. In the example below, Error1 
and SystemOut1 are the oldest, so they will be the files overwritten on the next run of 
DP900RST.

“System.out” is captured in the SystemOutx.log files and “System.err” is captured in 
the Errorx.log files. So any System.out.println() goes to the SystemOutx.log and 
exception.printStackTrace() goes to Errorx.log.

To verify the success of the DP900RST conversion, open the log file of the most 
recent execution—in the example, SystemOut2.
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Three files were converted in the example: 2021MAY07_0071_02.rst, 
2021MAY12_0071_02.rst, and Example 6.rst. These are labeled “read file.” The 
converted, or “created” files have an .enc extension. 

If the conversion is successful, every “read file” will have a corresponding “created 
file.”
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